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ABSTRACT

Lightweight cryptography has a major role in cybersecurity for smart cities and the Internet of Things. It can be further secure by the development
of lightweight encryption algorithms that work in restricted devices and with limited specifications such as wireless network sensors. The restricted
devices have a small memory, a simple processor, and limited power. To secure them, need lightweight cryptography algorithms and take into account
the limited specifications at the same time. In addition, decreasing memory and power consumption in lightweight encryption algorithms, increasing
security is also essential. When the lightweight cryptography algorithm is more secure and less consumes memory and energy, it is better and more
efficient. In this article, we have developed a lightweight cryptographic algorithm, and through studies, analysis, and comparison with other lightweight
cryptography algorithms show that the proposed algorithm is efficient.
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Introduction

A report of the United Nations on 16 May 2018 indicates that 55% of the world lives in cities
will attend to 68% in 2050. It emphasizes that governments should focus on integrated poli-
cies to improve the lives of both cities and rural dwellers [1]. In addition, the application of In-
ternet of Things (loT) services in cities can be applied in rural areas, for example, irrigation, and
agriculture. There are many benefits to the trend toward urbanization and many challenges.
Consolidating a growing population in a smaller space can help conserve resources and other
benefits. It will have some challenges, as cybersecurity threats, especially in smart cities and
the loT applications. There are many difficulties in the development of Smart Cities and loT
applications that need to world keen endeavors in scholarly and industry research. To reach
better ideas, innovations, and solutions to improve and develop departments and services as
well as overcome difficulties, challenges, risks, and threats, including cybersecurity.

Cybersecurity is protecting the confidentiality, integrity, and availability of information—
whether it is personally identifiable information, email or other communication, credit card
numbers, intellectual property or government secrets, and other data, information, and the
services that connect through the Internet [2].

Smart cities are radically dependent on the loT, and connected to sensors that connect to the
Internet through specific protocols for communications, information exchange, and data. The
sensors have minimal specifications such as memory, speed, processing, and power. To secure
them, they need lightweight and highly efficient cryptography algorithms.

The lightweight cryptography algorithms designed to work in extremely restrictive environ-
ments (e.g., sensor networks, healthcare, distributed control systems, loT, and electronic and
physical systems) where they use low power. They will use circuits much more limited than
those on the simplest mobile phones. These devices are usually connected wirelessly to work in
coordination to accomplish some tasks. Because cryptographic algorithms designed for desk-
top environments and servers, most of them are not compatible with restricted devices [3].

There are many lightweight algorithms (AES, RC5, PRESENT, Simon, Speck, HIGHT, LEA, etc.).
However, they vary in terms of memory consumption and energy in addition to security— the
most important factor. Despite the abundance of algorithms and the efficiency of some of
them, it still needs to develop, improve and search for better algorithms and solutions because
of the difficulty of obtaining the required level of security in the lightweight cryptography
algorithms to take into account the specifications of the restricted devices at the same time.

168


http://orcid.org/0000-0003-4094-0649
http://orcid.org/0000-0002-2553-1911

Electrica 2020; 20(2): 168-176
Abed and Boyaci. Lightweight Cryptography for loT

Review of the Literature

It can increase the security level for the cryptography algo-
rithms by increasing the size of the block, the size of the key, or
the number of rounds [4], but sometimes negatively affecting
its speed and energy consumption and memory. In addition to
increasing the block size, key size, and the number of rounds
that lead to an in increase the security level, the design of the
algorithm’s structure, function, and generator of sub-keys and
operators play a huge role in the strength level of the algo-
rithm'’s security.

It can improve the strength of specific algorithms by making
some changes and improvements, such as Triple DES or 3DES
algorithm derived from the DES algorithm by adding some
changes and improvements such as increasing the size of the
key or other changes that would lead to increase the strength
of the algorithm. As an example of lightweight algorithms is
the case for the Tiny Encryption Algorithm (TEA) and Extend-
ed Tiny Encryption Algorithm (XTEA), XXTEA. TEA and XTEA is
a Feistel cipher with a 64-bit block, 128-bit key, and 64 rounds.
However, there are some differences, including a more complex
key-schedule, XORs. It includes other additions and rearrange-
ment of the shifts! XXTEA algorithm is a Feistel cipher with a
64-bit block, 128-bit key, and also contains some changes.

In block cipher, some algorithms use a Feistel structure where
the block split into two halves. Their size is equal in the bal-
anced algorithms such as DES and Simon, and in two different
sizes in the unbalanced algorithms as in the Skipjack algorithm,
XXTEA, and others. One of the significant advantages of using
the Feistel structure is that the encryption and decryption op-
erations are almost the same. Some other algorithms use Sub-
stitution-Permutation Network (SPN) structure, such as AES
and present and prince. Several alternating rounds of substi-
tution and permutation lead to the confusion and spread of
Shannon properties that require changing the encryption text
in a pseudo-random way [5].

There is an algorithm (SIT algorithm with key size 64 bit, block
size 64 bit and five rounds), it is a mixture based on Feistel
and SP networks. Thus, both approaches are used to develop
a lightweight algorithm that presents more security in the loT
environment while keeping the computational complexity at a
moderate level [5].

Although the SIT algorithm is designed to reduce power and
memory consumption and increase speed, it needs to improve
some processes by adding more complicated operations in the
structure, sub-key generator, and increase of key size, to in-
crease the security level by taking into account the consump-
tion of energy and memory simultaneously.

For the secured cryptography algorithms, the key size must be
at least 128 bits, as studies suggest in recent years from the Na-
tional Institute of Standards and Technology, NIST [6]. In addi-
tion to when the key size larger, the key space will be larger and
more resistant against the brute force attack.

The proposed algorithm in this article such as the SIT algorithm
but with the key size 128 bit and block size 64 bit and nine

rounds, and added many operations for algorithm structure,
sub-key generator, and add other functions.

Moreover, from the operations that added, operations that
used in TEA XTEA XXTEA algorithms like shift operation and
Delta number, Delta is the golden number or 9E3779B9 [7].

We made the improvements mentioned above to make it more
complicated and efficient and more secure. According to the
next analyzes, studies and comparisons about the proposed
algorithm are more secure and efficient than other algorithms.

Proposed Algorithm

Proposed Algorithm and Encryption

The proposed algorithm is a lightweight encryption algorithm
with a block size equal 64-bit, key size equal 128-bit, and nine
rounds. The proposed algorithm is a mixture of Feistel structure
and SPN structure.

Some algorithms have the size of sub-keys equal to the size of
the main keys, and some algorithms have the main key size dif-
ferent from the sub-keys sizes. The proposed algorithm has sub-
keys size different from the master key size where the size of the
sub-keys is 16 bits, while the key size of the main is 128-bit.

The main key divided into eight segments. Each segment
equal 16 bit and each one divided to eight sub-segments,
each sub-segment equal to two bits, this means we have 64
sub-segments of 2 bits, and through the substitution of seg-
ments, we will get on new eight segments, as shown follow-
ing equations:

Sa = 818y  S17 # Sag 4 S33 # S35 4 Sgg H 550

Sp = Sg H 5109 # Sy5 H Sp6 H Sa1 H S4p 557 H 555
Se :"?:1 SS(j—1)+3

Sa =131 Sgiay+4

Se = S5 S # 591 H Sy # S37 H S35 H S5z H Sgy

Sp =513 # 514 H S99 4 S30 H a5 # 546 4 Se1 H 562
Sg =lf=1 Sajay+7

Sh =N7=1 Sgj1yes

where S is a segment and is a sub-segment. After producing
eight segments the Function 1 used for the segments, the func-
tions have special design and depend on P and Q tables shown
in Figure 1; the transformations made by P and Q shown in Ta-
bles 1 and 2.

Ka; f = f(S)) (1)

wherei=(q, b, ¢ d e f g h).The next step is to Ka, f get by pass-
ing the 16-bits of S, to Function 1, as shown in Equation (1).
Function 1 applied in the sub-keys generator and algorithm
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Figure 1. a-d. Function 1(a), Function 2 (b), Function 3 (c), Function 4 (d)
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Table 1.P table
S 0 1 2 3 4 6 8 A B C D E F
p(S) 3 F E 0 4 C D A 9 6 8 2 1
Table 2. Q table
S 0 1 2 3 4 5 6 7 8 9 B C D E F
Q(s) 9 E 5 6 2 C F 4 D 7 B 1 8
truct E ti truct , while Functi 2,3,and 4 ap-
Sty Kty Keh Koy
M. = Ka7f5 Ka7f5 Ka7f7 Ka7f3
The tables and functions perform to linear and non-linear g Ka;fy Kasfi; Kasf;; Kasfyy
transformations for the bits to get confusion and diffusion seen | Ka f,, Kaf, Kasf;s Kasfigl
inTables 1 and 2.
[Kagf,  Kagf, Kagf;  Kagf,]
The outputs (a, b, ¢, d, e, f, g, h) of each function arranged in a Kagfs K agf Kagf, Kagfg
4x4 matrix named M shown next, but some operations applied My, = Kagfy Kaghy Kagfy Kagfp
to some functions before arranging them in the matrixes as fol- Ka.f Ka.f Ka.f Ka.f
L Raghs aglig aglis Aglip

lowing equations:

bs =b <<4
ds=d>>8
fs =f<<4
hs =h>>8
Ka.f, Kaf, Ka;f;  Ka;f,
M. = Kaifs  Kaifg Kaf,  Kafg
a7 |Kayfy  Kaifig Kaifi; Kagfp
|Ka,f; Kaf, Kaifis Kaifie
[Ka, f;  Ka,f, Ka,f;  Ka,f,
M Ka,fs  Kayfg Ka,f,  Kafg
b7 | Ka,fy Kayfiy Kayfy, Kayfy,
| Ka,f,, Ka,f,, Ka)fjs Ka,fjg
[Kasf,  Kasf, Kasf;  Kasf,]
M = Kasfs  Kasfg Kasf;  Kasfg
€7 | Kasfy Kasfyy Kasfy, Kasfp,
| Ka,f, Kasf,, Kajf. Kaf,|
Ka,f;, Ka,f, Ka,f;  Ka,f,
M Kasfs  Kaufg Ka,f,  Ka,fg
47 1 Kasfy  Kagfyy  Kagfy, Kagfy,
| Ka,f; Ka,f,, Kasfis Kafig
Kasf,  Kasf, Kasf;  Kagf,]
M. = Kasfs  Kasfg Kasf;  Kasfg
¢ | Kasfy Kasf,, Kasf;; Kasfj,
| Ka.f, Kacf,, Kaf. Kacf,l
[Kagf,  Kagf, Kasf;  Kagf,
M Kagfs  Kagfg Kagf;  Kagfg
7 Kagfy  Kagfyy  Kagfyy  Kagfiy
| Kaf; Kagf,, Kagfo Kagf,

Then apply on XNOR on a matrix M_ and opposite it, and apply
XOR on a matrix M, and opposite it as following equations. That
is to make the sub-keys more complex and more independent
and from this sub-keys K9 because of those sub-keys shared by
creating sub-key nine.

My, = (MaeaM—a) )

My, = My, ® My, 3)

To obtain the matrixes are transformed into eight arrays of
16 bits, the arrangement of these bits shown in the following
equations:

A =a,tagt a4 a; 4 as t ag # a; # ag # ap #agy #ayp tag t a3 # ags # a5 #ae
B = by # bs 4 by 4 by3 # bys # big 4 bg 1 by # by 4 by 4 byy 4 bys 4 byg 1 by, 1 bg # by
C=ci# c;# c3tcyttcgHt c7 tcg # C5 4 o H Cyg H Cqq # €1y H Cig H Cy5 H Crg # Co3
D = dj3 # dg # ds # d; # dy 4 dg # dyg 4 dyg # dys # dyg # dy #d3 #dy # dg # dy; Hdig
E=e ezt e; # e #estegte; it eg e eyt et egtt ez teytepstes
F=fi# fofo# fia# fig 4 foo# fo 4 L4 65 4 6 # f 465 g+ GH#f,
G=gi 4 g # g # 8t gg# 87 # 8o # 85 # 8o # G10 # 8ua # 812 # 8ue # 815 # 8ua # 813
H = hyz # hg # hg 4 hy 4 h, 4 hg # hyg # hyg # hys # hyy # hy 4 ha 4 hy 4 hg # hyp # hyg

From next equations, we will get on sub-keys (K1, K3, K5, K7),
through shift five bits to the right for previous arrays (A, C, E, G),
we will get on sub-keys (K2, K4, K6, K8) through shift nine bits
to the left for previous arrays (B, D, F, H). Then we will get on
sub-key nine (K9), using XOR of shift five bits to the left for T1
(Equation 5) and shift nine bits to the right for T2 (Equation 6),
where T1 equal XOR of K1 opposite (NOT) and D, T2 equal XOR
of K5 and NOT of H.

K1=A>>5

K2 =B<<9
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K3=C>>5
K4=D<<9
K5=E>>5
K6 =F <<9
K7=G>>5
K8 =H <<9
T =K1®D S
T2=K5®H (5)
K9=(T1 <<5)®(T2>>9 (6)

In Figure 2, we saw how to create nine sub-keys from the
main key. In the next equations, we will explain the algorithm
structure and encryption. In the beginning, the main block is
divided into four blocks (each block equal 16 bits), and each
block divided into eight subblocks (each block equal two bits),
this means we have 32 subblocks of two bits, then produce six

blocks through next equations:

128 Bits

16 Bits i 16 Bits

Function1 Functiont

[Funcuom] [ronctons]  [runctomt]  [ranctom] [Fumctomt] [runetion]

Figure 2. Sub-keys generator

Bay = byg # byg 4 byg # by 4 bay 4 bog 4 byg + bg
Bby = by # by, # byg 4 bg 4 byg # byy 4 by 4 b
Bcy = byg 4 byy # bys 4 bs 4 byo 4 byy # byg 4 bs
Bd; = byg # byg 4 by, 4 by 4 byg # by # byp # by
Bey = by, 4 byg # byy 4 by # by, # byo # by, # by
Bfy = bys 4 byy 4 bg 4 by 4 bay 4 bys # by 4 by

where B means Block, b means sub-block. Then in every round,
will be obtained new blocks through the following equations:

Ba, = (Ba, >>5) ® K1 (7)
Bb, = (Bb, ® K1) @ Delta ®
Bc,=F, (Bb, ®K1) @ Bd, )
Bd, = (F, (Be, ® K1) Bc,) ® Delta (10
Be,=(Be, ®K1) (1
Bf, = (Bf, >>5) ® (K1 @ Delta) (12)

where F1 = Function 1. After nine rounds, there are some op-
erations to get on the block cipher from this operations, three
functions (Function 1, Function 2, Function 3, Function 4),
showing the following equations:

B, =F,(Bf,) (13)
B,=F,(Bd,) ®F,(Bc,) (14)
B,=F, (Bd,) ®F, (Be,) (15)
B,=F, (Ba,) (16)
BC=B,#B,#B,#B, (17)

where BC = Block Cipher, F, =Function 1, F, = Function 2, F, =
Function 3, F, = Function 4.

Analysis of Proposed Algorithm and Encryption

Linear and Differential Cryptanalysis

The proposed algorithm, shown in Figure 3, and the functions
1,2, 3, and 4 are inspired by [8], whose cryptanalysis shows in
the complete cipher that differential and linear attacks do not
have the success. The input and output correlation is so large
if the linear approximation made for two rounds. Moreover,
the round transformation is preserved uniform, which similar-
ly treats every bit and provides resistance against differential
attacks.

Correlation Coefficient Analysis

A correlation is a statistical measure of the relationship be-
tween two variables, and it ranges between +1 and —1. Positive
one that means that variables move in the one direction along,
which means an ideal correlation. In contrast, zero implies that
there is no relationship between the variables. If negative one
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Figure 3. Structure of the Proposed Algorithm (encryption)

refers to an ideal indirect correlation, which means that one
variable goes up, the other goes down.

The encryption of images means the result of the correlation
that the closer to zero (if positive or negative), that relationship
between the encrypted image and the original image is weak-
er, and this means that the level of encryption is stronger. If
that the result of the correlation farther away from zero, wheth-
er negative or positive, means that the relationship between
the original image and encrypted image stronger, this means
that the encryption level is weaker. If that result of correlation
equals zero, this means there is no relationship between the
original and encrypted image and refers to the best level of en-
cryption [8, 91.

R = cov(X,Y)
~ /D00 VD) 18)
256
1
cov(X, Y) = ﬁz X = EX)(Yi- E(Y)) (19)
1

where, X and Y are the pixels and neighboring pixels of the orig-
inal and encrypted image, cov (X, Y) is the covariance between X
andY, D(X) is the variance of X, and E(X) is the expected value of X.

Information Entropy Analysis
The entropy of information estimates the uncertainty of a ran-
dom variable. When the entropy is applied to evaluate image

encryption, the larger value of entropy refers to a greater secu-
rity level. It is secure from a brute force attack when an entropy
value very close to an absolute value of eight.

255
: 1
E =Z P(i)iog (m> (20)

where E is Entropy, P (i) is the probability of the presence of
pixel i.

Histogram Analysis

The histogram of the image is a graphical and statistical repre-
sentation for the distribution of pixel values information. The
histogram of the perfect encrypted image must be uniformly
distributed and entirely different from the original image to
prevent extracting any information from the histogram for the
encrypted image [10].

In the histogram, the image is highly random and highly resis-
tant against the statistical attacks if the intensity of the pixels
uniformly distributed. [11].

Key Space Analysis

Key space means the number of bits used to encrypt images, and
for good encryption, that key space should be as large as possi-
ble to repulse the brute force attack. Key space size means the
total number of different keys of the same number of bits used
for encryption [12]. For high security, the key space should be
greater than 2'. In the proposed algorithm key size is 128 bit,
and according to equation (62), the key space is 2'* this means
key space size is suitable to repulse the brute force attack.

Ks = 2% (21)
where Ks is key space and Kz is key size.

Related Keys

Through performing cipher operations and by using unknown
or partially known keys can be made an attack. The related key
attack predominately depends on having symmetry in key ex-
pansion block or upon either slow diffusion In the proposed al-
gorithm, the sub-keys process designed for fast and non-linear
diffusion to the difference of the main key and sub-keys.

Interpolation Attacks

These attacks depend on the simple structures for the cipher com-
ponents that may yield a rationalistic expression with a handy in-
tricacy. In the proposed algorithm, the S-box expression for along
with the diffusion layer, makes this type of attack impractical.

Other Analysis

Important things taken into account in lightweight cryptogra-
phy algorithms are the speed of processing time, the amount
of memory and energy consumption of the algorithm during
data encryption operations, as the proposed algorithm de-
signed to suit the loT environments. The memory and energy
consumption are directly proportional but inversely propor-
tional to time and speed.
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Table 3. Correlation and entropy analysis

Correlation Entropy
Image Size Original image Encrypted image Original image Encrypted image
Lena 256X256 0.9744 0.0001 74509 7.9976
Panda 256%256 0.9811 —0.0005 74938 7.9971

Table 4. Comparison between the proposed algorithm and other algorithms

The Algorithm Block Size Key Size Rounds Code Size RAM
PRESENT 64 80 32 1738 274
Simon 64 96 42 1370 188
Speck 64 96 26 2552 124
SIT 64 64 5 826 22
AES 128 128 10 23090 720
LEA 128 128 24 3700 432
RC5 64 128 20 20044 360
HIGHT 64 128 32 13476 288
Proposed 64 128 9 823 144
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Figure 4. Encryption of Lena image
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Figure 5. Encryption of Panda image
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Results

Through some analysis for the proposed algorithm, where the

simulations performed on a desktop computer with Intel(R) 0

0 100 200

Core(TM) i7 CPU L 620 @2.00 GHz., 4GB RAM, and Windows 10

Fi 7. Correlati f Panda i
Professional operating system, and by using MATLAB R2015a. fguré /. -orrelation of Fanda image
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Figure 8. a, b. Histogram Graph of Original Lena (a), Histogram Graph of Encrypted Lena (b)
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Figure 9. a, b. Histogram Graph of Original Panda (a), Histogram Graph of Encrypted Panda (b)

In addition to some other algorithms on FELICS. We get the re-
sults in Table 3, as shown in Figures 4 and 5.

The results show the proposed algorithm high-efficiency com-
pared with another algorithm, especially with algorithms of
128 bit. In Table 4, the block and key sizes are in bits, while the
code size and RAM are in bytes.

As shown in Figures 6 and 7, the relationship between the en-
coded and original images is weak; this is inversely proportion-
al to the strength of the encryption. In the histogram compar-
ison, as shown in Figures 8 and 9, we notice a large difference
in the distribution of data between the original and encrypted
images, which indicates the strength of the encryption for the
proposed algorithm.

Conclusion

The improvement and development of lightweight cryptogra-
phy algorithms are necessary to improve the security of the loT
and smart cities and take into account its specification. The re-
sults in this article show that the proposed algorithm is direct-
ly proportional to high security and low memory and energy
consumption. It is convenient for the environment of the loT.

The security can be improved by increasing key and block sizes
and rounds number in addition to changing the function and
operation in the algorithm. However, maybe that will make it
not convenient for the loT environment if high consumption
for memory and power.
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