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ABSTRACT

Supervisory control and data acquisition (SCADA) systems play a crucial role in managing vital infrastructures, 
including power generation, distribution networks, waste management, and smart manufacturing. Initially 
designed as isolated and closed systems, SCADA architectures have evolved by integrating advanced information 
technologies, enabling enhanced remote management and interoperability. However, this integration 
significantly broadens the attack surface, increasing vulnerabilities to sophisticated cyber threats that can 
lead to severe environmental, human, and economic consequences, thus posing a substantial risk to national 
security. This study systematically categorizes SCADA systems into distinct generations based on core features, 
including communication protocols, auditing, and integration levels, and emphasizes the necessity of generation-
specific vulnerability analyses. By grouping SCADA systems into two main generational categories, the research 
provides a structured framework for understanding differing security risks and guiding the development of 
tailored cybersecurity solutions, such as intrusion detection and prevention systems. This generational approach 
offers critical insights for both academic inquiry and practical defense strategies, facilitating more effective risk 
mitigation and resilience building in SCADA systems amid an increasingly complex cyber threat landscape.
Index Terms—Critical infrastructure, cyber-physical systems, industrial internet of things (IIoT), supervisory 
control and data acquisition (SCADA) systems security, SCADA attacks, vulnerability assessment.

I. INTRODUCTION

Industrial control systems (ICS) are designed to monitor and manage industrial operations over 
long periods. Among them, supervisory control and data acquisition (SCADA) systems have 
undergone significant evolution since the 1990s [1]. These cyber-physical systems are widely 
used in various areas, including manufacturing, energy distribution, waste management, and 
critical facilities such as nuclear and chemical plants [2].

Initially built as standalone systems using proprietary protocols, SCADA systems have adapted 
to modern technologies, enabling both vertical (integration with other systems) and horizontal 
(interoperability among heterogeneous field devices) integration. Their diverse applications and 
harsh operational environments create unique structural and security requirements, leading to 
distinct attack vectors.

Supervisory control and data acquisition systems differ fundamentally from information technol-
ogies (IT) in terms of operational needs, timing constraints, and risk profiles. While IT disruptions 
are often tolerable, interruptions in SCADA processes can have serious real-world consequences. 
National Institute of Standards and Technology (NIST) highlights that SCADA systems prioritize 
safety and availability over confidentiality [3]. Additionally, their incompatibility with regular 
software updates complicates vulnerability management, as conventional IT practices such as 
periodic scanning are ineffective in these specialized environments.

Recent years have seen an increase in cybersecurity threats to SCADA systems, with attackers 
targeting critical infrastructure. Public vulnerability databases, such as National Vulnerability 
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Database (NVD) [4], Common Vulnerabilities and Exposures (CVE) [5], and Common Weakness 
Enumeration (CWE) [6], have reported numerous SCADA-related vulnerabilities over the past few 
decades, highlighting the growing exposure of these systems to cyber threats.

This study analyzes SCADA system vulnerabilities across four generations [7], classified by char-
acteristics such as communication, auditing, integration, and accessibility. It proposes a cate-
gory-based framework to help vendors, operators, and researchers better understand and secure 
SCADA environments.

The key contributions include: (i) highlighting generational security differences, (ii) introducing 
a vulnerability categorization approach, and (iii) linking SCADA characteristics to security chal-
lenges. The paper is structured as follows: Section 2 reviews related work, Section 3 introduces 
SCADA architecture, Section 4 discusses SCADA generations, Section 5 presents SCADA system 
properties, including operational requirements, device limitations, and communication evolu-
tion, and introduces the distinction between traditional and Internet of Things (IoT)–based 
systems. Section 6 categorizes vulnerabilities, Section 7 proposes a taxonomy for categorizing 
attacks, and the final sections present conclusions and future directions.

II. RELATED WORK

The security of SCADA systems is crucial because these systems are essential for monitoring and 
controlling vital infrastructure and industrial processes, such as power plants, water treatment 
facilities, and manufacturing plants. Protecting SCADA systems is necessary to prevent unau-
thorized access, data breaches, and potential sabotage, all of which could lead to severe conse-
quences. These may include disruptions to essential services, environmental damage, and threats 
to public safety. Strong SCADA system security not only ensures the integrity and availability of 
critical systems but also helps defend against cyberattacks that could exploit vulnerabilities and 
compromise the stability of essential infrastructure.

Supervisory control and data acquisition systems are vulnerable to several risks that threaten 
critical infrastructure and industrial processes. One major vulnerability stems from their increas-
ing interconnectivity with the broader internet and corporate networks, which makes them 
potential targets for cyberattacks. Weak authentication and authorization mechanisms, inad-
equate encryption practices, and outdated software components can all provide entry points 
for malicious actors. Additionally, the use of legacy hardware and software, which may no longer 
receive security updates, leaves SCADA systems exposed to known vulnerabilities. Furthermore, 
social engineering tactics, such as phishing, can exploit human weaknesses within organizations 
to gain unauthorized access. Overall, it is essential to address these vulnerabilities to improve the 
resilience and security of SCADA systems against evolving cyber threats.

Numerous investigations have been conducted regarding SCADA security threats; however, most 
of these studies have not provided a thorough examination of the vulnerabilities and potential 
risks involved.

A survey conducted by Sajid et al. [7] focused on the security challenges of IoT-SCADA systems 
within a cloud environment. However, this survey did not provide a comprehensive analysis of all 
security vulnerabilities associated with SCADA system functionalities.

Corallo et  al. [8] introduced a structural categorization of critical industrial assets within the 
context of Industry 4.0 and examined the effects of cyberattacks on business operations. Their 
primary goal was to assess the impact of cybersecurity on the confidentiality, availability, and 
integrity of data associated with industrial processes conducted through networked manufac-
turing machines. However, this study did not specifically address the vulnerabilities and attacks 
related to SCADA systems.

Bartman and Carson [9] discussed the importance of securing communication in SCADA and ICS, 
highlighting the vulnerabilities these systems face due to legacy protocols and increased connec-
tivity. They proposed practical solutions and best practices, such as encryption, authentication, 
and network segmentation, to enhance the cybersecurity posture of critical infrastructure systems.

The authors Ghosh and Sampalli [10] built upon the groundwork laid by Sajid et al. [7], with their 
survey concentrating on contemporary threats to SCADA communication. They also provided a 
comparative assessment of SCADA security protocols and standards.

WHAT THIS STUDY ADDS ON THIS 
TOPIC?

•	 This study introduces a generation-
aware classification framework that 
systematically categorizes SCADA 
systems into traditional and IoT-
based architectures, highlighting how 
security risks evolve across four distinct 
generations.

•	 It provides a comprehensive mapping of 
SCADA vulnerabilities and attack vectors 
by jointly leveraging the MITRE ATT&CK 
for ICS framework and the Purdue Model, 
enabling clearer alignment between 
attacker techniques and industrial control 
layers.

•	 The proposed approach demonstrates 
that generation-specific vulnerability 
assessment is essential for accurate risk 
analysis and for designing effective, 
tailored cybersecurity strategies in 
modern SCADA environments, particularly 
those integrated with IIoT and cloud 
technologies.
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Xu et al. [11] offered a taxonomy of cyberattacks on SCADA systems, 
yet their survey was limited to attacks targeting SCADA communica-
tion protocols. Zhu et al. [12] proposed a taxonomy for SCADA that 
categorized attacks at the network, hardware, and software levels. 
Software attacks were classified based on the exploitation of embed-
ded operating systems without privileges, while the categories of 
attacks within the communication stack were similar to those identi-
fied by works in [10] and [11].

In [13], the authors introduced a taxonomy that mapped cross-
domain attacks on SCADA systems. This taxonomy notably distin-
guished between an influenced element (e.g., an object manipulated 
during an attack) and the victim element (e.g., an interaction within 
a cyber-physical system), which could exist independently in either 
the physical or cyber domain. However, [14] noted that the proposed 
taxonomy lacked attack-specific information, and a refined taxon-
omy has been proposed.

Irmak and Erkek [15] surveyed various attack vectors targeting 
SCADA systems. While their study shared some similarities with the 
work of Zhu et al. [12], it did not provide as comprehensive an analy-
sis of SCADA vulnerabilities and attacks as the latter study.

Upadhyay et al. [16] focused on security vulnerabilities and offered 
recommendations concerning configurations, communication net-
works, and protocols in SCADA products. They noted that the secu-
rity approach for SCADA systems should differ from that of typical 
IT systems. This difference encompasses not only network security 
but also performance characteristics, reliability requirements, soft-
ware and hardware architectures, and risk management scenarios. 
When comparing security metrics, they emphasized that, while data 
privacy is paramount in IT systems, availability becomes the primary 
concern for SCADA systems. They identified high network traffic and 
malware attacks as the most significant sources of vulnerability in 
SCADA systems.

Asghar et al. [17] drew attention to SCADA systems in industrial facili-
ties and critical infrastructure and their communication over the 
internet. It has been stated that increasing communication capabili-
ties make SCADA systems more vulnerable than ever. In their work, 
they grouped the vulnerabilities in SCADA systems into security 
solutions.

Systems that lack security evaluations and adherence to current stan-
dards are vulnerable to cyber threats [3]. The unique nature of ICS 
requires tailored approaches for maintenance, updates, and security 
measures [18]. Research shows that well-defined high-level rules 
enhance security in systems with low-level control mechanisms. 
The attribute-based access control model facilitates fine-grained 
authorization, centralized management of access policies, and 
comprehensive logging [19]. Monitoring data, maintaining records, 
and assessing traffic security are vital for detecting and preventing 
attacks [20]. While host-based and network-based methods exist, 
they often struggle to identify new attack types, especially in ICS, 
which have unique attack vectors [21]. To address these challenges, 
multi-layered security strategies are recommended. Risk analyses 
consider factors such as proximity, accessibility, safety, impact, and 
value to identify and mitigate risks effectively [22].

The industrial internet of things (IIoT) involves machines, sensors, and 
actuators communicating to enhance efficiency and monitor costs. 
While connectivity improves performance, it also exposes systems 

to vulnerabilities, particularly in SCADA systems used in critical infra-
structure. Originally designed for closed networks, SCADA systems 
did not account for cybersecurity risks, making them susceptible 
to internal attacks. A. C. Panchal et al. [23] examined vulnerabilities 
across six layers: the first layer consists of embedded devices and 
sensors; the second layer includes programmable logic controller 
(PLC) devices and gateways; the third encompasses human-machine 
interface (HMI) components. A separating layer distinguishes oper-
ational devices from IT systems. The fourth and fifth layers involve 
classical computing systems and cloud infrastructures. Their study 
analyzed attack vectors, targets, and effects across these layers.

Hazardous activities and accidents can occur in critical areas like 
smart grids and chemical facilities where SCADA systems operate, 
leading to significant environmental and economic damage. While 
ensuring continuity is essential, the need for preparedness against 
cyberattacks and systemic errors has gained attention. Research 
on security mechanisms for critical infrastructures has increased, as 
illustrated by A. Abou El Kalam et al. [24], who identified SCADA sys-
tem requirements and proposed a protective approach tailored to 
their unique characteristics, emphasizing the need for global com-
pliance. Security mechanisms must effectively block attacks and aid 
in system restoration.

Supervisory control and data acquisition systems, enhanced by com-
puter networks, offer low computing power and complex real-time 
operations, making traditional IT solutions ineffective. In [2], SCADA 
vulnerabilities across various system layers, highlighting risks from 
outdated components and outdated protocols, are analyzed. They 
recommended simulation and testing to establish defense mecha-
nisms, using attack behaviors modeled mathematically.

Literature reviews categorize SCADA vulnerabilities based on attack 
stages, system layers, and interaction points. As ICS evolve, vulner-
ability assessments should consider the generation of SCADA sys-
tems, both in live environments and risk analyses, particularly as IoT 
integration introduces new security risks. For this reason, SCADA 
systems examined in four generations in [2, 7] are divided into two 
main topics: traditional and IoT-based, in this study in order to per-
ceive new security risks and attack surfaces more easily. Supervisory 
control and data acquisition systems, which are examined accord-
ing to two main headings, have been matched for four different 
generations and examined in detail according to their features, and 
new security risks that will be caused by newly added features in IoT-
based SCADA systems are emphasized.

III. SUPERVISORY CONTROL AND DATA ACQUISITION 
ARCHITECTURE

The general architecture of SCADA systems, regardless of their 
application in different operational areas, can be examined in four 
layers [2]. The lowest layer consists of sensors and drivers that enable 
the system to physically interact with the environment. These 
components are essential for monitoring and activating physical 
events in the field.Sensors are circuit elements that convert physical 
changes into analog or digital data, allowing the system to interpret 
various physical parameters such as temperature, pressure, and 
speed. Different types of sensors are employed depending on the 
specific physical changes that need to be detected. The data collected 
from these sensors, which have varying features, is stored in different 
data structures.Drivers, on the other hand, are circuit elements that 
trigger physical events based on decisions made from the evaluated 
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data. They control the power supplied to electrical components like 
motors, valves, and switches. Since the circuit elements in this layer 
lack processing power, they operate using control signals received 
from the upper layer.The medium through which sensors and drivers 
transmit information to the upper layer, using analog or digital 
signals, is referred to as the control network. Control information 
generated in the upper layer, along with data collected from the field, 
is communicated through this network. A general representation of 
the SCADA architecture can be seen in Fig. 1.

The lowest layer consists of circuit elements, while the top layer 
includes computer systems that generally do not communicate 
directly with each other. An intermediary second layer, comprising 
components like remote terminal units (RTUs) and PLCs, facilitates 
communication between incompatible devices through various 
protocols and control signals. This enables seamless interactions 
despite differences in device types and communication protocols 
across layers.Remote terminal units collect digital and analog data 
from the field and relay it to a central monitoring unit, utilizing a 
circuit board with various components. In small-scale systems, 
Beginner’s All-purpose Symbolic Instruction Code (BASIC) can be 
employed, while larger systems may use wireless infrastructures for 
data collection. Programmable logic controllers, designed for indus-
trial environments, control systems under harsh conditions and are 
typically programmed using C or ladder logic.The process network 
layer transmits data from the second layer to the control center, utiliz-
ing different communication media based on environmental condi-
tions. Supervisory control and data acquisition systems enable both 
local and wide-area network connections. Wired connections are 
favored in closed systems, while Virtual Private Networks (VPNs) and 
wireless solutions like Wi-Fi and cellular networks cater to broader 
operations. Variability in protocols across field devices complicates 
the integration of SCADA systems from different manufacturers.The 
top layer houses information systems for monitoring, controlling, 
and reporting field operations. Human-machine interfaces allow 
operators to interact with field equipment through graphical inter-
faces. These interfaces can exist as software running on general-
purpose operating systems (GPOS) or as dedicated hardware, with 

each having its vulnerabilities. Human-machine interfaces display 
real-time data, enabling effective monitoring and control of field 
operations.

IV. SUPERVISORY CONTROL AND DATA ACQUISITION 
GENERATIONS

Advancements in IT have led to the development of various com-
munication technologies over the years. The devices that are used 
daily have enhanced their capabilities by adopting new commu-
nication standards and technologies. Once these new standards 
and technologies demonstrated usability and stability in common 
devices, they were implemented in industrial applications. These 
innovations have effectively addressed issues such as access dis-
tance and noise within the systems. Supervisory control and data 
acquisition systems, which integrate changes in communication 
technologies as part of their infrastructure, are analyzed in four 
stages [7].

A. First-Generation Supervisory Control and Data Acquisition 
Systems
Early ICS were designed with communication infrastructures inde-
pendent of corporate IT networks. Known as first-generation sys-
tems, they featured a centralized architecture with a master terminal 
unit controlling RTUs in the field. Communication relied on point-to-
point serial lines, which were considered secure due to their physical 
isolation.

Protocols such as Modbus [25–27], Profinet [28, 29], and DNP3 [30, 
31] were used to transmit compact messages containing only essen-
tial elements (transaction code, address, and data). These minimal 
structures ensured fast response times, which suited the limited 
bandwidth and latency requirements of the era.

While this architecture was once seen as robust and sufficient, it later 
revealed challenges in scalability, reliability, and security, particularly 
as systems evolved toward interconnected and Internet Protocol-
based environments. A typical example of such a first-generation 
SCADA system using serial protocols is shown in Fig. 2.

B. Second-Generation Supervisory Control and Data 
Acquisition Systems
As the operational area expanded, centralized control in SCADA 
systems proved inadequate. This limitation led to the emergence 
of second-generation SCADA systems, which introduced multiple 
monitoring and control units. While still using serial-based com-
munication with field devices, these systems incorporated com-
munication servers that aggregated data and relayed it to multiple 
workstations over a local area network (LAN).

The use of LAN enabled several operators to access and control field 
devices simultaneously through different communication servers, 
enhancing both scalability and responsiveness. Second-generation 
systems also began to share networks with IT devices, marking the 
transition toward distributed control systems by supporting multi-
operator environments [32]. A conceptual architecture of a second-
generation SCADA system is presented in Fig. 3.

C. Third-Generation Supervisory Control and Data 
Acquisition Systems
The adoption of modern communication technologies in SCADA 
systems has significantly reduced communication issues while 

Fig. 1.  Supervisory control and data acquisition architecture.
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increasing system functionality. To ensure stable operation in 
challenging field conditions, such as connectivity, coverage, 
and environmental constraints, third-generation SCADA sys-
tems introduced fundamental changes in their communication 
architecture.

Unlike earlier generations that relied on isolated serial lines, the third 
generation utilizes IT-based communication networks, allowing inte-
gration with computer networks via Transmission Control Protocol / 
Internet Protocol (TCP/IP). Importantly, legacy serial communication 
protocols (e.g., Modbus, DNP3) are still supported over these new 
infrastructures to ensure backward compatibility, enabling seamless 
coexistence of old and new components.

This integration has enabled SCADA systems to interface with 
general-purpose, non-industrial IT systems, improving functions 
like reporting, planning, and workflow management. However, 
this increased connectivity also expands the cyberattack surface 
by exposing critical infrastructure to common IT threats. A high-
level overview of third-generation SCADA architecture is shown in 
Fig. 4.

D. Fourth Generation Supervisory Control and Data Acquisition 
Systems
The evolution of communication technologies and the widespread 
adoption of the IoT have led to the emergence of smart systems 
such as smart homes, cities, grids, and factories. The adaptation of 
industrial devices to this context introduced the concept of the IIoT 
[33]. With the Industry 4.0 paradigm, cyber-physical systems gained 
importance, enabling digital modeling and autonomous control of 
production processes.

In fourth-generation SCADA systems, cloud and IoT technologies are 
integrated to overcome the limitations of classical systems. IP-based 
field devices, introduced in the previous generation, facilitate con-
nectivity, while IoT sensors enhance data collection capabilities. 
The volume and resolution of collected data make manual operator 
intervention less practical; instead, cloud-based SCADA systems sup-
port autonomous decision-making by processing data and monitor-
ing field parameters in real time.

Fig. 2.  First-generation supervisory control and data acquisition.

Fig. 3.  Second-generation supervisory control and data acquisition. Fig. 4.  Third-generation supervisory control and data acquisition.
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These systems offer significant advantages in terms of scalability, 
accessibility, and operational flexibility. However, this openness also 
introduces new cybersecurity risks. Unlike traditional systems, which 
benefited from isolated networks, cloud-integrated SCADA environ-
ments expose legacy protocols and unpatched systems to exter-
nal threats. The vulnerabilities inherent in IoT and cloud platforms 
increase both the attack surface and the impact of potential threats.

A high-level depiction of fourth-generation SCADA architecture is 
presented in Fig. 5.

Supervisory control and data acquisition systems have evolved in par-
allel with the needs of industrial automation, transitioning from closed-
loop architectures to more accessible, flexible, and powerful IoT- and 
cloud-based structures. However, this transformation has also intro-
duced new security vulnerabilities that must be carefully addressed.

V. PROPERTIES OF SUPERVISORY CONTROL AND DATA 
ACQUISITION SYSTEMS

Supervisory control and data acquisition systems differ significantly 
from IT systems in terms of operational requirements and principles. 
Commercial off-the-shelf solutions developed for IT environments 
are often incompatible with SCADA systems due to their unique char-
acteristics. As outlined in NIST SP 800-82 [3], SCADA systems must 

TABLE I.  SUPERVISORY CONTROL AND DATA ACQUISITION PROPERTIES

​ ​ Traditional SCADA Systems
IoT-Based SCADA 

Systems

Category Property 1st Gen. 2nd Gen. 3rd Gen. 4th Gen.

Communication Serial ✓ ✓ ✓ ✓

Ethernet ​ ✓ ✓ ✓

Cloud ​ ​ ​ ✓

Auditing Multi-point monitoring ​ ✓ ✓ ✓

Multi-point control ​ ​ ✓ ✓

Real-time monitoring ​ ​ ✓ ✓

Vertical integration Reporting tool integration ​ ​ ✓ ✓

OS support (except Windows X) ​ ​ ​ ✓

Historical data storage ​ ​ ✓ ✓

Historical data analyze ​ ​ ​ ✓

Enterprise application integration (as Systems, Applications, 
and Products(SAP))

​ ​ Partially ✓

Machine produce data signification ​ ​ ​ ✓

Horizontal integration Multi-vendor interoperability ​ ​ ​ ✓

Plug and play capability ​ ​ ​ ✓

Accessibility Worldwide access ​ ​ Partially ✓

Fine-grained data processing ​ ​ ​ ✓

Multi-level operator authorization ​ ​ ✓ ✓

Non-PLC interoperability ​ ​ ​ ✓

Gen, generation; OS, operating system; PLC, programmable logic controller; SCADA, supervisory control and data acquisition.

Fig. 5.  Fourth generation supervisory control and data acquisition.
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maintain long-term stability, fault tolerance, time-critical perfor-
mance, efficient resource usage, and minimal need for intervention.

These systems are expected to operate continuously at consistent 
performance levels without error. Their real-time requirements are 
classified as either complex or soft real-time [18]. While soft real-time 
disruptions may be tolerable (e.g., video lag), delays in complex real-
time systems can lead to severe consequences, such as critical fail-
ures in industrial processes.

Supervisory control and data acquisition field devices are typically 
constrained in terms of processing power and memory, making them 
unsuitable for computationally intensive tasks such as encryption or 
data validation. Furthermore, these devices are geographically dis-
tributed and often remain in operation for extended periods without 
updates, leading to legacy hardware and software still being in use.

Technological advancements in communication infrastructures have 
shaped SCADA system evolution across generations. These develop-
ments have improved communication reliability, system functional-
ity, manageability, and stability. Vertically, SCADA systems interact 
with field-level devices (e.g., PLCs, RTUs) and upper-layer IT systems 
(e.g., HMIs, reporting tools). Horizontally, they often rely on vendor-
specific communication protocols, limiting interoperability.

The classification of SCADA generations reflects fundamental dif-
ferences in communication technologies and system capabilities. 
Key features such as real-time monitoring, control, vertical and hori-
zontal integration, and accessibility define the progression of these 
systems. Table I summarizes these generational distinctions under 
categories including communication, monitoring, vertical integra-
tion, horizontal integration, and accessibility.

In the remainder of this article, SCADA systems are analyzed under two 
primary categories, traditional and IoT-based, highlighting their fun-
damental differences in accessibility requirements, communication 
infrastructures, and vertical and horizontal integration frameworks.

VI. CHARACTERISTICS AND VULNERABILITIES OF 
SUPERVISORY CONTROL AND DATA ACQUISITION SYSTEMS

When examining SCADA systems across four generations in terms 
of cybersecurity vulnerabilities, it is more effective to group attack 
surfaces and types of attacks. For this reason, SCADA systems are 
categorized into two main groups to better identify suitable targets 
during the analysis of current threats. The first group comprises tra-
ditional SCADA systems, which operate on networks isolated from 
the internet. The second group includes IoT-based SCADA systems 
adapted to IIoT and cloud architectures. Historically, security analy-
ses have focused primarily on traditional SCADA systems. However, 
assessing vulnerabilities in today’s environment requires first deter-
mining whether the system is traditional or IoT-based, as this dis-
tinction is critical for accurately identifying attack surfaces, system 
characteristics, and potential weaknesses. Importantly, many con-
siderations relevant to traditional systems remain applicable in the 
cybersecurity assessment of IoT-based SCADA systems. Therefore, 
the following section discusses the key characteristics and security 
vulnerabilities of both traditional and IoT-based SCADA systems.

A. Characteristics and Vulnerabilities of Traditional Supervisory 
Control and Data Acquisition Systems
In this section, SCADA systems up to the third generation are clas-
sified as traditional SCADA systems. The defining characteristics of 

these systems, along with the vulnerabilities arising from them, are 
outlined below. Due to the critical nature of the operations they con-
trol, the wide geographical distribution of field components, and the 
use of outdated hardware and software, traditional SCADA systems 
are highly susceptible to severe physical consequences in the event 
of system failure or cyberattack. These systems possess multiple con-
tact points that may serve as potential attack surfaces. Given their 
distinct operational requirements and legacy structures, traditional 
SCADA systems must be evaluated separately from modern systems 
when analyzing cybersecurity vulnerabilities.

1) General-Purpose Operating System Usage:
The use of GPOS such as Windows and Linux in industrial environ-
ments introduces additional risks, especially when security updates 
are delayed or ignored. For instance, the WannaCry ransomware 
attack in 2017 exploited a known vulnerability in unpatched 
Windows systems and affected various industrial and healthcare 
infrastructures worldwide. Similarly, many ICS breaches have been 
linked to outdated or misconfigured operating systems, underscor-
ing the importance of timely patch management in operational tech-
nology (OT) environments. Supervisory control and data acquisition 
systems often rely on GPOS to run HMI components. These systems 
include many unnecessary services that may contain vulnerabilities 
not relevant to SCADA, increasing the attack surface.

Since SCADA systems are usually isolated from the internet, security 
patches are often delayed or skipped. This allows attackers to exploit 
known weaknesses. For example, the Stuxnet case took advantage 
of unpatched vulnerabilities for over 2 years [34]. Supervisory control 
and data acquisition systems typically operate for 7–15 years [35], 
whereas operating systems like Windows have shorter lifespans—
about 5 years of main support and 10 years of extended support [36]. 
This means SCADA systems often require at least one OS upgrade 
during their lifetime. Despite the end of support for Windows XP and 
the existence of many public exploits, it remains in use in SCADA sys-
tems due to library incompatibilities, lack of updates, and licensing 
issues. This highlights the security risks arising from outdated oper-
ating systems.

2) Protocol-Based Vulnerabilities:
Many SCADA protocols were designed for closed environments and 
lack basic security features like encryption and authentication [37]. 
As communication infrastructures evolved, these insecure protocols 
remained largely unchanged for compatibility, making them vulner-
able to network-based attacks. Attackers can intercept traffic, inject 
malicious data, or analyze protocol behavior due to the lack of built-
in protection [38].

3) Social Engineering Attacks:
Social engineering exploits human vulnerabilities rather than tech-
nical ones, often targeting operators using HMI systems [39]. A 
notable example is the Stuxnet attack, where malware was intro-
duced through a Universal Serial Bus (USB) stick and manipulated 
PLC code while masking changes with normal-looking data [40, 41]. 
Phishing emails and unauthorized web use on control computers 
also increase exposure to social engineering threats [41, 42].

4) Malware:
Malware in SCADA environments can hijack control logic, alter con-
figurations, or establish persistent access through backdoors. Well-
known examples like Stuxnet, Flame, and Duqu demonstrate how 
malware can exploit IT systems’ weaknesses to reach SCADA targets 
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[34, 40, 43, 44]. Once embedded, such malware may remain unde-
tected while executing unauthorized operations, even altering phys-
ical processes.

5) Advanced Persistent Threat:
Advanced persistent threat attacks are long-term, stealthy cyber 
threats, often carried out by state-sponsored groups targeting critical 
infrastructure [45, 46]. These threats are characterized by advanced 
techniques, persistence, and tailored strategies that allow them to 
infiltrate and remain within systems for years. Advanced persistent 
threats adapt over time, learn system behaviors, and can cause sig-
nificant disruption while remaining unnoticed [47].

6) Discoverability:
The adoption of cloud technologies has increased SCADA sys-
tem accessibility, making them easier to discover and potentially 
attack. The installation process has become more streamlined, 
but exposed systems may be scanned, identified, and probed by 
attackers for vulnerabilities [48]. This visibility increases the likeli-
hood of exploitation, especially if security configurations are weak 
or incomplete.

7) Shared Server Usage:
When SCADA systems share infrastructure with general IT services 
or use web-based solutions like WebSCADA, the entire environ-
ment is exposed to additional risk [7]. A vulnerability in any shared 
service can compromise the SCADA system, as attackers can iden-
tify and exploit connected processes. Security is only as strong as 
the weakest component, making shared environments particularly 
dangerous.

8) Configuration Mistakes:
Improper or incomplete configurations during setup or mainte-
nance are a common source of vulnerabilities in SCADA systems 
[8]. These errors prevent security mechanisms from functioning 
correctly and may expose sensitive components to unauthorized 
access. Misconfigured systems fail to meet security policies, leading 
to potential breaches or system failures [49].

9) Third-Party Library Usage:
In SCADA systems, third-party libraries are often used to manage 
heterogeneous devices and protocols. However, using unverified 
or unknown libraries can introduce hidden backdoors and security 
vulnerabilities [50]. Ensuring the security and stability of all librar-
ies, especially during installation, is essential, as seen in attacks like 
Stuxnet that exploited software components to access sensitive data.

10) Denial-of-Service Attack:
A denial-of-service (DoS) attack aims to make systems unavailable 
by overwhelming them with traffic or exploiting system weaknesses. 
This disrupts services and can result in potential financial loss due to 
downtime or inaccessibility of critical systems.

11) Authentication Attacks:
These attacks target weaknesses in login mechanisms, aiming to 
bypass or break authentication controls. They often involve steal-
ing or guessing credentials (like usernames and passwords) to gain 
unauthorized access to systems.

12) Structured Query Language Injection:
Structured query language (SQL) injection is a type of attack where 
malicious SQL code is inserted into input fields to manipulate or 

access a database without authorization. It exploits poor input vali-
dation and can result in data theft, modification, or full control over 
the database.

B. Characteristics and Vulnerabilities of IoT-Based Supervisory 
Control and Data Acquisition Systems
Today’s SCADA systems in the field are increasingly integrated with 
IoT sensors, creating a new generation of interconnected control 
systems. This fusion significantly expands the attack surface, mak-
ing these fourth-generation SCADA systems more vulnerable. 
Consequently, they inherit both the traditional weaknesses of leg-
acy SCADA and the emerging vulnerabilities of the IoT ecosystem, 
heightening the risk of exploitation.

1) Brute-Force Attack:
Brute-force attacks involve attackers trying to bypass login systems 
through trial-and-error methods, often using dictionaries based on 
leaked data. These attacks are especially effective against systems 
with default configurations and credentials. Proper security policies 
and avoiding default passwords reduce their success.

2) Buffer Overflow:
Buffer overflow happens when data exceeding a buffer’s size is writ-
ten, causing memory to overflow into adjacent areas, leading to 
erratic program behavior and privilege escalation. Attackers can gain 
control over the operating system layer by exploiting unchecked 
input sizes [51].

3) Sybil:
Sybil attacks exploit surplus or forgotten devices by assigning them 
multiple fake identities. The aim is to disrupt data integrity and 
resource management, thereby degrading network performance. 
This compromises system availability and causes operational errors 
[52].

4) Wormhole:
In wormhole attacks, malicious devices exploit routing protocols by 
advertising low-latency paths, only to drop any packets that pass 
through them. This disrupts communication and causes real-time 
system failures [53].

5) Hardware Trojan:
A hardware Trojan is a malicious circuit modification embedded 
during production that activates via internal counters or external 
signals, causing data leakage or incorrect operations. These pose sig-
nificant risks to embedded system security [54].

6) Battery Draining:
Battery-draining attacks rapidly exhaust the energy of battery-
powered field devices by flooding them with packets or authenti-
cation requests, leading to device unavailability and critical system 
failures.

7) Sleep Deprivation:
Sleep deprivation attacks prevent resource-limited devices from 
entering sleep mode, causing rapid battery depletion and shut-
down. This results in data collection gaps and system disruptions.

8) Node Replication:
Node replication involves creating counterfeit devices. These 
devices have stolen device identities. The counterfeit devices flood 
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the network with duplicate transmissions. These duplicate transmis-
sions cause communication failures and confusion [55].

9) Side-Channel Attack:
Side-channel attacks exploit unintended data leaks such as electro-
magnetic emissions or power consumption patterns to extract sen-
sitive information from IIoT devices, bypassing traditional security 
measures.

10) Cloud Malware Injection:
This attack injects malicious code into IIoT systems by exploiting 
vulnerabilities, risking data integrity, operational safety, and causing 
disruptions in critical industrial processes.

11) Mobile Device Attacks:
Mobile device attacks target portable devices to steal personal and 
sensitive data, causing privacy breaches and financial losses.

12) Eavesdropping:
Eavesdropping intercepts network traffic between devices and serv-
ers to steal sensitive information, often exploiting weak connections 
[55].

13) Black-Hole Attack:
A black-hole attack selectively drops network packets, disrupt-
ing communication and causing DoS, especially in wireless ad-hoc 
networks.

14) Wireless Jamming:
Wireless jamming blocks communication by interfering with specific 
frequencies, preventing legitimate data transmission. Frequency 
hopping techniques can mitigate these attacks.

15) Miscellaneous Attacks:
Various attacks in IIoT environments include malware injection, 
device hijacking, data theft, DNS poisoning, and botnets, all posing 
significant threats to operational and IT layers [55].

VII. TAXONOMY

The MITRE ATT&CK Framework constitutes a comprehensive, 
empirically grounded knowledge base that systematically classifies 
adversarial behavior through tactics, techniques, and procedures 
observed in real-world cyber incidents. Serving as a foundational 
tool in the domain of cyber threat intelligence and attack classifi-
cation, the framework enables security analysts and researchers to 
model, detect, and respond to malicious activities in a structured 
and consistent manner. By mapping attacker behavior across the 
stages of an intrusion, MITRE ATT&CK facilitates a deeper under-
standing of threat actor methodologies and supports the devel-
opment of more effective defense strategies. Its adoption in both 
academic and operational contexts underscores its significance in 
advancing proactive cybersecurity practices and threat-informed 
defense architectures.

The Purdue Enterprise Reference Architecture, commonly known as 
the Purdue Model, is a hierarchical framework designed to conceptu-
alize the segmentation and control of industrial automation systems 
across five distinct levels—from physical devices at the lowest level 
to enterprise systems at the top. Originally developed to support ICS 
design and management, the model facilitates clear delineation of 

functional domains, data flow, and trust boundaries within OT envi-
ronments. By promoting logical isolation between control layers, it 
supports risk mitigation and enables more effective deployment of 
cybersecurity controls tailored to each level.

TABLE II.  MITRE-BASED ATTACK CLASSIFICATION

MITRE Adversarial Tactics, 
Techniques, and Common 
Knowledge (ATT&CK) 
Tactics Attacks

Initial access •	 Social engineering attacks
•	 Protocol-based vulnerabilities
•	 APT
•	 Configuration mistakes
•	 Authentication attacks
•	 Brute-force attack
•	 SQL injection
•	 Cloud malware injection
•	 Mobile device attacks
•	 Miscellaneous attacks

Execution •	 General-purpose operating system usage
•	 Protocol-based vulnerabilities
•	 SQL injection
•	 Malware
•	 Cloud malware injection

Persistence •	 General-purpose operating system usage
•	 Malware
•	 Third-party library usage
•	 Hardware Trojan
•	 APT

Privilege escalation •	 Authentication attacks
•	 Brute-force attack
•	 Buffer overflow
•	 Configuration mistakes

Evasion •	 Sybil
•	 Wormhole
•	 Node replication
•	 Side-channel attack

Discovery •	 Discoverability
•	 Side-channel attack
•	 Mobile device attacks
•	 Eavesdropping

Lateral movement •	 Shared server usage
•	 APT
•	 Node replication
•	 Wormhole

Command and control •	 Malware
•	 Cloud malware injection
•	 Mobile device attacks

Inhibit response function •	 Protocol-based vulnerabilities
•	 Byzantine
•	 Wireless jamming
•	 Denial-of-service attack

Impair process control •	 Hardware Trojan
•	 Battery draining
•	 Sleep deprivation
•	 Black hole

APT, advanced persistent threat; SQL, structured query language.
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A review of the literature shows that cyberattacks on SCADA systems 
are rarely analyzed using both the MITRE ATT&CK framework and the 
Purdue Model together. The MITRE ATT&CK framework is commonly 
used to describe attacker behaviors, while the Purdue Model shows 
the layered structure of industrial systems. In this study, both frame-
works have been used to classify attacks in a clearer and more orga-
nized way. Table II lists common attack techniques from the MITRE 
ATT&CK framework. Table III links these techniques to the relevant 
levels of the Purdue Model. By combining the two, one can bet-
ter understand which parts of the system are affected and how an 
attacker might move between layers. This approach helps provide a 
more complete view of cybersecurity risks and supports better plan-
ning for defense strategies.

When combined with the MITRE ATT&CK for ICS framework, the 
Purdue Model offers a powerful lens through which to map, ana-
lyze, and defend against cyber threats targeting industrial systems. 
The integration of these two models enhances visibility across both 
IT and OT layers, enabling threat-informed defense strategies that 
are contextually aligned with the architectural layout of industrial 
environments.

VIII. CONCLUSION

In this study, SCADA systems were systematically categorized into 
four distinct generations and evaluated through both generation- 
and category-based vulnerability analyses, filling a crucial gap 
in existing research that often treats SCADA systems as a mono-
lithic group despite their significant technological differences. This 
nuanced approach reveals that understanding the specific vulner-
abilities inherent to each generation is vital for developing tailored, 

robust security architectures and effective prevention mechanisms. 
As critical infrastructures such as energy distribution, nuclear, and 
chemical plants face ever-growing cyber threats, the stakes have 
never been higher: failure to recognize and address generation-
specific risks can lead to catastrophic consequences on a national 
security level. Therefore, aligning vulnerability assessments, security 
standards, and operational policies explicitly with the SCADA gen-
eration in use is not just recommended—it is imperative. Only by 
doing so can organizations ensure adaptive resilience, protect criti-
cal operations, and stay one step ahead of increasingly sophisticated 
cyberattacks targeting these vital systems.

This study reveals that as field-deployed SCADA systems evolve 
into interconnected ecosystems leveraging modern technologies, 
entirely new attack surfaces will inevitably emerge. The critical 
importance of generation-based analysis has been proven, par-
ticularly in identifying and reporting vulnerabilities tied to these 
expanding attack surfaces. Future research will focus on developing 
comprehensive test environments categorized into two main types: 
traditional SCADA systems and IoT-integrated systems. These envi-
ronments will rigorously analyze the attack vectors unique to each 
setup, enabling precise identification of vulnerabilities and optimal 
configuration parameters tailored to the specific SCADA generation 
deployed in the field.

Moreover, by integrating generation-based attack surface analysis 
with advanced risk assessment methodologies, forthcoming studies 
aim to deliver highly accurate, system-specific security evaluations, 
paving the way for more resilient and adaptive defense strate-
gies against the evolving threat landscape in critical infrastructure 
cybersecurity.

TABLE III.  PURDUE-BASED ATTACK CLASSIFICATION

Purdue Layer Description Related Attacks and Vulnerabilities

Layer 5 – Enterprise 
network

Enterprise IT systems (Enterprise 
Resource Planning (ERP), email, 
financial systems)

Social engineering attacks, advanced persistent threat (APT), general-purpose operating 
system usage, malware, configuration mistakes, shared server usage, third-party library usage, 
authentication attacks, SQL injection, brute-force attack, cloud malware injection, mobile 
device attacks, miscellaneous attacks

Layer 4 – Site business 
planning and logistics

Manufacturing execution system, 
quality control systems, production 
planning software

Social engineering attacks, APT, general-purpose operating system usage, malware, 
configuration mistakes, third-party library usage, authentication attacks, SQL injection, 
brute-force attack, buffer overflow, cloud malware injection, mobile device attacks, 
denial-of-service attack, miscellaneous attacks

Layer 3 – Operations/
Demilitarized Zone (DMZ)

SCADA systems, production 
management, Information Technology 
– Operational Technology (IT-OT) 
interface (DMZ)

APT, general-purpose operating system usage, malware, configuration mistakes, shared server 
usage, protocol-based vulnerabilities, authentication attacks, brute-force attack, buffer 
overflow, Sybil, node replication, mobile device attacks, discoverability, denial-of-service 
attack, miscellaneous attacks

Layer 2 – Area supervisory 
control

SCADA servers, HMIs, process data 
collection

APT, malware, configuration mistakes, protocol-based vulnerabilities, brute-force attack, buffer 
overflow, Sybil, wormhole, node replication, side-channel attack, eavesdropping, black-hole, 
Byzantine, wireless jamming, discoverability, denial-of-service attack, miscellaneous attacks

Layer 1 – Basic control Basic control devices such as PLC, RTU, 
DCS

Configuration mistakes, protocol-based vulnerabilities, wormhole, Hardware Trojan, battery 
draining, sleep deprivation, node replication, side-channel attack, eavesdropping, black-hole, 
Byzantine, wireless jamming, miscellaneous attacks

Layer 0 – Physical process Sensors, actuators, physical production 
processes

Hardware Trojan, battery draining, sleep deprivation, eavesdropping, wireless jamming, 
miscellaneous attacks

DCS, distributed control system; HMI, human-machine interface; IT, Information Technology; PLC, programmable logic controller; RTU, remote terminal unit; SCADA, 
supervisory control and data acquisition; SQL, structured query language.
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