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cryptograms under each key. As summarized in Supplementary 
Table 13, the Pearson correlation coefficients between E1 and E2 are 
0.0179, −0.0285, −0.0153, and −0.0161 for signals 1.0–4.0, respec-
tively, i.e., effectively zero correlation. Furthermore, both ciphertext 
streams exhibit very high entropy (7.7320–7.8050 bits), approaching 
the theoretical maximum of 8 bits.

These findings confirm strong key sensitivity and robust resistance to 
known‐plaintext attacks. A slight change of the chaotic key produces 
a completely uncorrelated, uniformly random ciphertext, eradicat-
ing any linear or statistical trace of the original signal. Consequently, 
the authors’ chaotic encryption framework thwarts key‐guessing 
and adaptive cryptanalysis while maintaining high randomness and 
diffusion properties essential for secure real‐time biomedical data 
transmission.

X. Noise Attack Resilience
In real-world biomedical data acquisition scenarios, the collected 
signals are frequently contaminated with noise due to electromag-
netic interference, electrode motion, or other physiological artifacts. 
Therefore, the robustness of the encryption algorithm against addi-
tive noise is critical to ensure the stability of the decryption and diag-
nosis processes, even under degraded conditions. This test evaluates 
how well the encryption–decryption pipeline handles small pertur-
bations injected into the ciphertext.

To simulate a noise attack, Gaussian noise is added to the encrypted 
signal as (14):

� � � � �� � � � �� � � (14)

where C is the original encrypted signal, and N � �� �� �  denotes zero-
mean Gaussian noise with small variance. The noisy encrypted sig-
nal C’ was then decrypted using the same decryption pipeline. The 
decrypted signal D(C’) was compared to the original plaintext using 
the aforementioned metrics of MSE and MAE. Obtained results are 
given in Supplementary Table 14.

The results show that the decrypted signals remained highly accu-
rate even after perturbation. In the worst-case scenario (Signal 4), 
the MSE remained below ~ 0.007, and MAE was only ~ 0.026, indicat-
ing strong resilience. The low error values confirm that the encryp-
tion system is noise-tolerant, making it suitable for real-time ECG 
processing where noisy environments are common.

Supplementary Fig. 11.  Chosen Plaintext Attack (CPA) Resistance Analysis for ECG Signals (1–4).

SUPPLEMENTARY TABLE 13.  CORRELATION AND ENTROPY OF 
CIPHERTEXT STREAMS UNDER TWO DIFFERENT KEYS

Signal ID Correlation (E₁ vs E₂)
Entropy of E₁ 

(bits)
Entropy of E₂ 

(bits)

1.0 0.0179 7.7320 7.7957

2.0 –0.0285 7.7492 7.7605

3.0 –0.0153 7.7997 7.8050

4.0 –0.0161 7.7751 7.7805
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The decrypted signals under noise attack and their corresponding 
absolute error curves are presented in Supplementary Fig. 12. These 
plots clearly demonstrate that the chaotic encryption method sus-
tains its decryption accuracy, showing minimal deviation from the 
original waveform despite perturbation.

XI. Occlusion Attack Robustness
Occlusion attacks simulate scenarios in which portions of the 
encrypted data are lost or deliberately masked, representing packet 
loss during transmission or targeted adversarial attacks that block 
segments of data. In secure real-time biomedical monitoring, the 
ability of an encryption system to localize and minimize damage 
under such conditions is critical for ensuring data integrity and con-
tinuity of analysis.

To perform an occlusion attack, a fixed percentage of the encrypted 
signal C was zeroed out or masked as (15):
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The attacked ciphertext C’(t) was then decrypted using the same 
permutation and XOR keys as in the standard decryption pipeline.

The deviation between the decrypted signal and the original signal 
was quantified using:

Mean Squared Error (MSE)

Mean Absolute Error (MAE)

These metrics help assess the impact of partial signal loss on overall 
signal recovery accuracy.

The results shown Supplementary Table 15 confirm that the pro-
posed chaotic encryption system offers localized error propagation 
and preserves signal structure under occlusion attacks. As shown in 
the results table, even in the worst case (Signal 4), the MSE remained 
below 0.27 and MAE below 0.22, indicating that the system main-
tains a tolerable reconstruction error. Despite moderate-to-severe 
data masking, the decrypted signals did not collapse entirely, main-
taining overall interpretability. For mission-critical deployments, 
integrating redundancy mechanisms (e.g., error correction codes 
or block repetition) may further enhance robustness.As illustrated 
in Supplementary Fig. 13 (even under occlusion conditions, the 

SUPPLEMENTARY TABLE 14.  NOISE ATTACK RESILIENCE METRICS (MSE 
AND MAE) FOR NOISY DECRYPTION OF ECG SIGNALS

Signal ID MSE MAE

1 0.00032 0.0047

2 0.00150 0.0149

3 0.00146 0.0091

4 0.00665 0.0256

Supplementary Fig. 12.  Noise Attack Analysis results for ECG Signals 1–4. Each figure shows the original signal vs. decrypted-noisy version 
(top) and absolute error (bottom).
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decrypted signals generally retain the overall waveform structure. 
While some error spikes are observed—especially in Signals 2 and 
4, the reconstruction remains visually interpretable in most parts. In 
particular, Signals 1 and 3 exhibit relatively low error, demonstrat-
ing the system’s resilience to partial masking. In contrast, the larger 
MSE and MAE values in Signals 2 and 4 indicate higher sensitivity 
to occlusion. This is expected due to the permutation-dependent 
nature of chaotic encryption, where missing values can affect sub-
sequent data alignment.XII. Comparison of Direct vs. Machine 
Learning-Based Encryption Robustness
To further evaluate robustness under realistic conditions,the authors 
compared Direct Mode (biometric-only key derivation) with ML 
Mode (biometric keying with ML stabilization) using the same ECG 
segments under clean and noisy settings. The authors report entropy, 

histogram statistics, correlation, and decryption fidelity (MSE, PSNR, 
MAE). While both modes achieve high randomness and negligible 
error on clean ECG, ML Mode consistently preserves higher entropy 
(>7.6 bits) and lower decryption error (PSNR > 50 dB) on noisy ECG 
segments, whereas Direct Mode shows entropy degradation (≈ 
7.2 bits) and increased error (PSNR ≈ 47 dB). These results summa-
rized Supplementary Table 16 indicate that ML-based initialization 
enhances robustness and reliability when signal quality deteriorates.

XIII. Encryption Time Analysis
In real-time ECG monitoring systems, encryption must be performed 
with minimal computational overhead to avoid interrupting con-
tinuous signal acquisition and transmission. Any noticeable latency 
can negatively impact diagnostic accuracy, synchronization with 
telemedicine platforms, or real-time feedback mechanisms in clini-
cal settings.

The encryption latency Tenc and decryption latency Tdec were recorded 
using high-resolution time measurement functions (e.g., time.perf_
counter() in Python). Each latency measurement encompassed the 
following components:

Chaotic sequence generation (logistic map)

Index permutation computation

XOR-based diffusion for encryption

SUPPLEMENTARY TABLE 15.  OCCLUSION ATTACK RESILIENCE METRICS 
(MSE AND MAE) FOR ECG SIGNAL DECRYPTION UNDER DATA MASKING

Signal ID MSE MAE

1 0.0194 0.0629

2 0.2134 0.1851

3 0.0501 0.0986

4 0.2622 0.2179

Supplementary Fig. 13.  ECG Decryption Results Under Occlusion Attack (Sample IDs 1–4) (Top of each panel: original vs. decrypted-with-
occlusion waveforms; bottom: absolute error per sample.).
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Corresponding inverse operations for decryption

Measurements were performed on 1000 sample ECG segments, 
approximating real-time processing units (e.g. ~3 seconds at 300 Hz 
sampling).

As illustrated in Supplementary Fig. 14, the encryption times varied 
across signals, with the highest latency observed in Signal 1 (3.18 
ms) and the lowest in Signal 4 (0.76 ms). The average encryption time 
was 1.93 ms, which is acceptable for real-time biomedical systems. 
Decryption times were significantly lower across all signals, with an 
average of just 0.15 ms, confirming the computational efficiency of 
the reverse operations. Notably, the logarithmic latency comparison 

graph (bottom-left) reveals that encryption consistently dominates 
total computational time, while decryption contributes a negligi-
ble fraction, enabling fast post-processing and display in real-time 
environments.

The latency measurements confirm the suitability of the proposed 
chaotic encryption system for real-time applications. The method 
introduces sub-millisecond to millisecond-level latency, which 
remains well within safe operational margins even for high-fre-
quency ECG streams (e.g., 300 Hz to 500 Hz). As seen in the sum-
mary table, all operations complete far below the duration of one 
signal cycle, ensuring smooth integration with edge devices, wear-
able sensors, or telemedicine gateways. This performance ensures 

SUPPLEMENTARY TABLE 16.  COMPARATIVE RESULTS OF DIRECT VS. ML-BASED ENCRYPTION UNDER CLEAN AND NOISY ECG CONDITIONS

Condition Mode Entropy (bits) Corr. (orig-enc) Histogram p-val PSNR (dB) MSE MAE

Clean ECG Direct 7.75 ~0.01 >0.05 52.1 5×10⁻⁶ 0.0020

Clean ECG ML 7.76 ~0.00 >0.05 52.3 5×10⁻⁶ 0.0021

Noisy ECG Direct 7.20 ~0.05 <0.05 47.5 1.2×10⁻⁴ 0.0185

Noisy ECG ML 7.65 ~0.01 >0.05 50.8 2.8×10⁻⁵ 0.0067

Supplementary Fig. 14.  Encryption & Decryption Latency Analysis.
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real-time responsiveness, low buffer delay, and broad compatibility 
with embedded biomedical platforms.

XIV. RUNTIME PROFILING (PER-STEP LATENCY BREAKDOWN)

We instrumented the pipeline in manuscript Algorithm 5 using high-
resolution timers (Python time.perf_counter) and averaged over 
1000 consecutive segments (300 samples each) on hardware specs: 
Intel i7 CPU, 32 GB RAM, Win10, Python/NumPy 3.9. Each iteration 
recorded: segment acquisition, feature computation (μ, σ), logistic 
sequence generation, permutation index (argsort), XOR diffusion, 
optional ML prediction (model.predict), and cloud I/O. The authors 
report mean ± SD and 95th percentile (95p). The encryption core 
(µ/σ computation, logistic map, permutation, XOR) required <1 ms 
per segment. The majority of latency arose from acquisition (~336 
ms) and I/O (~10 ms). ML-based key prediction added ~3 ms. Thus, 
the total end-to-end latency per 300-sample segment was ≈ 339 
ms, confirming real-time viability. The detailed breakdown is sum-
marized in Supplementary Table 17 (Per-step latency per 300-sample 
segment)

XV. Clinical Fidelity Analysis
To evaluate whether the decryption process preserves clinically rel-
evant ECG morphology, the authors conducted a comparative analy-
sis of diagnostic features between original and decrypted signals. 
Supplementary Table 18 summarizes the results.

Although the overall reconstruction fidelity is high (PSNR ≈ 53 dB, 
MSE ≈ 0.00005), the comparison shows that some diagnostic mark-
ers exhibit measurable deviations. In particular, QRS amplitude, 
PR interval, P-wave amplitude, and T-wave amplitude differ sig-
nificantly after decryption, while the QT interval remains effectively 
unchanged (Δ = 1.33 ms, 0.6%).

These findings indicate that the proposed chaotic encryption 
scheme is sufficient for general ECG monitoring and visualization, 
but it does not yet guarantee fully lossless preservation of all clini-
cally sensitive markers. This limitation is especially important for con-
ditions where precise morphology (e.g., ST-segment elevation or PR 
interval prolongation) is critical for diagnosis. Future work will focus 
on refining the decryption pipeline to ensure clinical-grade robust-
ness while maintaining real-time feasibility.

SUPPLEMENTARY TABLE 17.  PER-STEP LATENCY PER 300-SAMPLE 
SEGMENT (MS)

Step
Mean 
(ms)

SD 
(ms)

95p 
(ms) Notes

Acquisition (serial/USB) 335.929 73.415 457.983 300 samples 
@ 500 Hz

Feature calc (µ, σ) 0.050 0.041 0.117 O(n) pass

Logistic sequence generation 0.155 0.062 0.252 r,x₀ from LKG

Permutation index (argsort) 0.007 0.009 0.012 O(n log n)

XOR diffusion 0.002 0.001 0.002 Vectorized

ML prediction (optional) 2.932 0.212 3.158 MLP.predict

Cloud I/O (write/read) 9.845 0.313 10.293 Local 
emulation/LAN

Total (Direct) 336.143 73.415 458.366 Sum of Direct steps

Total (Direct+ML) 339.075 73.416 461.524 Direct + ML

SUPPLEMENTARY TABLE 18.  CLINICAL FEATURE COMPARISON BETWEEN 
ORIGINAL AND DECRYPTED ECG SIGNALS

Feature
Original ECG 
(Mean ± SD)

Decrypted 
ECG (Mean ± 

SD) Δ
% 

Change
Clinical 
Impact

QRS Amplitude 
(mV)

0.77 ± 0.33 1.00 ± 0.00 0.23 30.1% Significant

PR Interval (ms) 145.31 ± 24.02 201.58 ± 43.26 56.28 38.7% Significant

QT Interval (ms) 239.17 ± 20.59 240.50 ± 11.50 1.33 0.6% None

P-wave 
Amplitude (mV)

0.36 ± 0.21 1.00 ± 0.00 0.64 178.5% Significant

T-wave 
Amplitude (mV)

0.43 ± 0.28 1.00 ± 0.00 0.57 134.5% Significant
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