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ABSTRACT

Everything in our modern life is connected through some kind of connectivity, and the term “internet” of everything is becoming widely applicable to almost every
aspect of the modern lifestyle. Industries are very capable, and even in need, to get this connectivity all over their elements. This was the main push to launch the
industry 4.0 that adapts the Internet of things (loT) in industrial facilities.

The industrial loT (denoted by lloT) was a big breakthrough in modern industrial facilities that accelerated the production process and reduced accidents and the
probability of human errors. Yet, there are some challenges that industrial facilities face in adopting loT, one of which is the noise originating from the heavy motors

and machines working around the factory.

This research introduces an easy to plug-and-play solution to the noise that affects data transmission between IloT nodes, by programming a frequency-choosing and
-hopping algorithm on a programmable chip that can be embedded within a microcontroller unit in lloT nodes.
Index Terms—Internet of Things (loT), Industrial Internet of Things (lloT), Micro-controlling unit (MCU), frequency, programmable chip, Radio Frequency (RF)
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I. INTRODUCTION

Internet of Things (IoT) is a term that denotes the connectivity of “things” in a certain environ-
ment through the “internet.” This term is becoming familiar to almost everyone who has some
knowledge of technology and communications. The environments where loT is applied range
over a wide spectrum, from simple house light controls to complex industrial facilities and large
factories.

This term has expanded to include connectivity of everything (Internet of Everything) [1]. This
connectivity has been classified into three main categories based on what is connected and
where the data flows from/to as follows: people-to-people, people-to-machine, and machine-
to-machine (M2M). The latter acts as the basis for understanding the manufacturing process [2,
3], which leads to efficient and sustainable production in industrial facilities [4]. Fig. 1 shows the
interaction between the Internet of Everything main contributors.

In this research we shall focus on the M2M communication, since most loT for industry uses them
the most. Industrial loT (lloT) implies using intelligent advanced data analytics for transformation
business outcomes.

Adding to the benefits of IoT, lloT has additional advantages to the industries by lowering the
risks of human-generated errors and increasing the precision of production, which would have
a massive positive impact on the industrial processes [5]. Market revenues over the past years
provide conclusive evidence of the positive impact of lloT and experts [6] expect these revenues
to reach about $110 billion by the year 2025, jumping from 82.7 in 2020. The chart in Fig. 2 shows
this growth in revenues.

But same as everything in life, nothing comes without challenges. The lloT has a set of challenges
that might have a negative impact on adaptation and evolution in modern industries. These
challenges include: standardization in some industrial facilities, especially when it comes to the
infrastructure of the sensors and other entities’ distribution and communications. Data integ-
rity also has some negative impacts on the adoption of loT technologies in the industry, along
with some internal systems barriers and the liability of old and sometimes-obsolete technologies
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Fig. 1. Internet of Everything contributors (adapted from CISCO,
accessed online from: (https://iotworm.com/cisco-internet-every
thing-ioe-overview).

[8]. The Morgan Stanley/Automation World survey [9], conducted in
2016, whose respondents were workers in cybersecurity and indus-
tries, listed the top concerns and challenges to adopting lloT. Fig.
3 shows the percentage of some of those challenges according to
theirimpact on the adoption of lloT.

As mentioned above, one of these challenges relies on the lack of
standardization along with internal system barriers. Industrial facili-
ties tend to have very big and very loud machines and moving parts.
These are controlled through microcontroller units (MCUs) that com-
municate through wireless fidelity (WIFI), Bluetooth, or other radio
frequencies (RF) frequencies, so some parts have an antenna and an
interface device to facilitate the connections [10].

Controllers in factories usually communicate through RF, where
sensors installed in mechanical parts send (and receive) data (and
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Fig. 2. Growth of lloT revenues over the years (Source: Statista, 2021 [7]). lloT, Industrial Internet of Things.

Challenges in adoption of lloT

LIABILTY OF CURRENT TECHNOLOGY

INTERNAL SYSTEM BARRIERS

LEGACY INSTALLED BASED

DATA INTEGRITY

LACK OF STANDARIZATION

0%

10% 15% 20% 25% 30% 35% 40%
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commands). Interference with this RF has been a critical issue in
most wireless communication, among which are factories and indus-
trial facilities.

Research and inventions have focused on finding low-energy con-
sumption and low-cost solutions to the RF signal interference issue.
Some found that having a centralized co-ordination mechanism for
wireless devices is a feasible solution [11], in which dedicated algo-
rithms are operated through a shared service-level platform, which
would serve as a flexible RF range devices manager. Yet, such a solu-
tion requires all loT devices to be connected over the same platform
and to be geographically co-located, which is not always the case in
modern industrial facilities.

On the other hand, having distributed intelligent devices would
be more efficient [12], especially in terms of power consumption
for wide areas. These intelligent devices could have some machine
learning techniques to help them self-organize by adapting commu-
nication parameters [13].

Other solutions to the RF interference issue were to have a symbio-
sis between cellular networks that provide IoT devices with needed
communication signals infrastructure and a dedicated loT network
for connected devices by maximizing the sum rate of all loT devices,
to decide on the best cellular user RF to connect through [14], and
this is done through deep reinforcement learning algorithm, which
would consume time in the learning process.

In huge industrial facilities, most of the RF interference comes from
the loud noise machines and robots produce. Limiting the effect of
this noise would certainly improve signal transmission between con-
nected devices in an loT environment [15].

Machine learning was the main solution to resolving the noise reduc-
tion issue (or at least its effect on communication). Shao et. al. [16]
adopted feature learning ML and deep auto-encoder’s algorithms
to reduce the effect of background noise in machines. The continu-
ous hidden Markov model (CHMM) was also used in noise detection
and removal in large industries [17]. Noise detection was done in the
time and frequency domain, and the CHMM was used to character-
ize electromagnetic noise in detected signals.

Programmable chips provide a feasible solution to noise reduction
issues in large industrial facilities. Some used programmable RF
amplifiers [18] or some MCU [19], or dedicated circuits [20].

In this research, a single chip that is designed for very low power
and very low voltage wireless applications is programmed to trans-
mit or receive signals in an lloT environment of a factory with large
machines. An MCU tunes transmitted signals in order to get maxi-
mum gain at desired frequency and eliminate the noise originating
from the machines.

1I. RADIO SIGNAL INTERFERENCE

As lloT is used in industrial sites, noise from surrounding machines is
expected, especially with big air conditioning (AC) motors [21]. This
noise affects the micro-controllers of small devices in three different
ways: (1) big machines throw harmonics to the grid, which can be
picked by the MCU, especially if they share the same power line, (2)
direct electromagnetic interference (EMI) which can affect the control-
ling chip itself, and (3) EMI on the RF which decays data, corrupts it,
weakens the signal, slows it down, and sometimes even cuts the signal.
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The harmonics issue can be solved with a good electric isolator
and MCU can be protected from EMI by replacing it with some-
thing more resistible such as a programmable logic controller or by
adding an isolation metal sheet around the controller to filter out
the amount of EMI that it gets. However, there is no well-working
solution to stop interference over RF simply because the signals
are mixed in the air and there is nothing we can do about it. In this
paper, we will propose a unique algorithm, which will not only
solve the whole problem but will also be easy to implement and
fully automated.

The proposed solution to this issue is to programing a dedicated
chip [22] to transmit or receive any frequency between 300 and
1000 MHz. After transmitting the signal, an amplifier is used on the
signal output, which consists of a multistage LC circuit (a tuned cir-
cuit), which mainly consists of an inductor (the L) and a capacitor
(the C). The C value can be tuned digitally from the microcontroller
to match the required frequency. In other words, the MCU can tune
both the amplifier and the RF output in order to get the maximum
gain of the desired frequency.

The CC1000 chip is a true single chip, ultra-high frequency trans-
ceiver designed for very low power and very low-voltage wireless
applications, and it is based on Chipcon’s SmartRF® technology
in 0.35 ym CMOS with Cascaded noise figure 433/868 MHz of
12/13 dB [22].

Microcontrolled unit used in this research is ESP32, which has a
built-in 2.4GHz antenna for WIFI and Bluetooth connectivity, in
addition to two cores, which we will use in this research. This unit
has embedded memory as a 448 KB Internal Read-only memory,
a 520 KB Internal Static random-access memory, an 8 KB RTC FAST
Memory, and an 8 KB RTC SLOW Memory [23]. Fig. 4 shows the struc-
ture of this unit.
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Fig. 4. ESP32 MCU system structure (adapted from EXP Technical
Reference Manual). MCU, microcontroller unit.
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In this research, Core1 in the MCU manages the frequency-filtering
algorithm, the built-in 2.4GHz communication antenna, as well as
tune frequency on the RF antenna and amplifier. In the meanwhile,
core 0 is responsible for user application and does the actual data
transmission on the RF antenna. This ensures achieving a plug-and-
play transmission without complexities as no modifications are
required to be made on the user’s application. The system was tested
in the packaging section of a plant, where noise induced from lifts
and mechanical robots has effects on the sending and receiving test
nodes.

11l. SETTING THRESHOLDS

To choose on best frequency to send and receive data through, an
acceptable threshold for RF as well as a threshold of noise (in order
to divide it from actual data being transferred) need to be set ahead
of running the algorithm. A threshold can be defined by user input,
where a higher threshold means it is easier and faster to find a
suitable frequency, but it also means slower data transfer rate and
shorter distances as dropped packages number will increase and
vice versa.

Setting a noise threshold should be according to specific frequency.
This noise could be continuous, random or on a certain frequency.
After monitoring data transmission, most noise was recorded on
frequencies ranging between 260 MHz - 300 MHz, and 420 MHz -
470 MHz. a sample transmission that was recorded is shown in Fig. 5,
where the amplitude peaks represent noise.

A software-defined radio (SDR) can show these in a much better way,
as illustrated in Fig. 6.

Based on this observation, the SDR read frequencies from
330 to 530 MHz, and it is clear that strong noise (according to
amplitude) shows on frequencies 334 MHz as it is commonly used,
372 MHz, 384 MHz, 428 MHz, 435 MHz, and 479 MHz. Those fre-
quencies shall be avoided. There is also some noise on frequencies
between 445 and 460 MHz, which is most likely from an induction
motor nearby, and on frequencies 474-476 MHz

In lloT systems, communicating nodes usually have a transmitter
and a receiver. so noise reduction must be ensured for both send-
ing and receiving nodes to achieve the best communication in the
network.

IV. TRANSMITTING AND RECEIVING DATA

Data transmission begins with starting the microcontroller and ini-
tializing it. Then the algorithm will start reading the preferred fre-
quencies array from EEPROM (an embedded, non-volatile memory
within the MCU) and apply these frequencies one by one. If the
array is empty, the algorithm will start with a predefined frequency
of 500 MHz.

For each frequency, the amount of noise will be detected, measured,
and stored. If the noise value is less than the defined threshold, the
frequency is accepted and added to the preferred array.

When at least X number (which can be defined by the user) of noise
frequency is detected, the algorithm will transmit data by hopping
between these frequencies and waiting for a validation package,
and when a validation package is received, the user’s application is
initialized.
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Fig. 5. Sample signal amplitude versus frequency of studied system used to define clear harmonics.

Fig. 6. SDR frequency amplitude. SDR, software-defined radio.
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While running the user application, if noise on the stated channel
becomes higher than the threshold, the algorithm will pause the
user application, start again to search for a different low noise fre-
quency, and then resume the user application.

The algorithm works in a similar manner on both receiver and trans-
mitter nodes in terms of detecting which channels have noise and
which do not. However, on the receiving node, nothing is transmit-
ted at the initialization phase. Instead, it waits for the transmitter to
send a message, then the receiver will detect that data by hopping
and determine if it is a good channel or not according to the noise
on it. The system’s schematic is shown in Fig. 7, and it is the same for
both transmitting and receiving nodes.

V.VALIDATION OF TRANSMISSION

Complexity shows that the receiver node may or may not have
the same noise/harmonics depending on its location within the
lloT environment. This means that both receiver and transmitter
should agree on a frequency, which urges the need for validation of
transmission.

As the transmitter node will send data over multiple frequencies, the
receiver node can detect data from frequencies where noise is low
on its side and make sure that the transmitter is the source of that
data by reading the package and comparing it with what the trans-
mitter should send. If the transmitter offers a good frequency, the
receiver will transmit a validation message back on the same chan-
nel and then both transmitter and receiver will run the user’s applica-
tion and keep monitoring noise levels at the same time.

However, if no good frequency is detected (maybe X number that
was set by the user was too low for example), then no action is taken
from the receiver for a specific timeout. When the transmitter times
out and gets no response, it will find another array of frequencies,
tries them out, and keeps doing this until the receiver responds over
one of these frequencies.

According to this, the algorithm on the transmitting node can estab-
lish a connection with other nodes in extreme conditions, where dif-
ferent noise frequencies are applied on the receiver side as well as on
the transmitter side.

VI.THE SYSTEM IN ACTION

As mentioned earlier, the programmable chip was installed on the
MCU of an lloT environment in a factory with heavy-duty machines
that produce a lot of noise. The chip (shown in Fig. 8) was equipped
with an organic light-emitting diode display for better visibility of
the system'’s status and chosen frequency value.

When initializing the system, it enters the “stable” state with the
user’s application running. The system selected transmission fre-
quency 387 MHz to begin transmitting.
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Fig. 9. PCB of programmable chip with amplifier and USB port (red
circle). PCB, printed circuit board; USB, Universal Serial Bus.

The system was also equipped with a USD port placed on the printed
circuit board with the RF amplifier. This is shown in Fig. 9.

Once the system is run, the frequencies strength is recorded over
the chosen fixed frequency of 387 MHz that was selected as the
user’s application was initialized. This frequency value was chosen
as a starting point to compare it with the output of the system as it
continues to transmit and receive data. The chart in Fig. 10 shows
the recorded signal strength over about 30 hours of the system
has run.

These signal strength data and the number of dropped packages in
a data transmission were between 0 and 5 as illustrated in Table I.

As the system runs, a strong noise was injected on purpose in
the environment discretely (turning it on and off, every time with
a different amplitude). This noise targets the exact frequency
(387 MHz) to test how the system would react. In the graph in
Fig. 11, these noise injections are clearly noticeable, and it shows
how increasing the amplitude caused the system to lose the entire
connection.

To test the validity of the proposed algorithm, the same exact condi-
tions and signal values were re-applied with the algorithm activated.

TABLE I. SIGNAL STRENGTH RATE AND THE NUMBER OF DROPPED

PACKAGES

Number of Dropped
Signal Strength Rate Signal Strength Packages
5 Excellent <17%
4 Very good Between 17% and 34%
3 Good Between 34% and 50%
2 Bad Between 50% and 68%
1 Very bad Between 68% and 90%
0 No connection >90%

As shown in the plot in Fig. 12, injected noise did affect the signal
strength, but this effect was temporary as the system was able to
find a new frequency every time this happened. The noise injected
had the same amplitude, but it targeted the frequency to which the
system’s transmission jumped. Connectivity was lost one time, but
it was for a very short period as the system immediately jumped to
another frequency.

This test shows that the proposed algorithm applied to the sys-
tem was very effective when dealing with noise targeting trans-
mitted data, as the receiving nodes would only respond if they
were able to detect this “noise free” frequency that the transmitter
node used.

VII. CONCLUSIONS

Adopting lloT is becoming inevitable to modern industrial facilities,
especially those that seek excellence end efficiency in the produc-
tion process. Yet, nothing comes challenges-free, as lloT systems rely
on communication between nodes that usually reside within a noisy
environment, this communication might suffer from disturbance
or loss.

This research paper introduced a novel technique that not only
ensures a reliable 1loT communication infrastructure but also can
maintain an uninterrupted data transmission at a very low cost and
is easy to plug-and-play within standing lloT systems.

The introduced system uses a programmable chip that connects to
an MCU with an amplifier to strengthen the transmitted signal. It
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Fig. 10. Signal strength recording over pre-set frequency of 387 MHz for 30 hours.
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Fig. 12. Frequency selection over time using proposed algorithm.

records available frequencies and uses a pre-defined threshold for
usable frequencies along with a threshold for the acceptable noise
level. It uses hopping between available, noise-free frequencies that
are common between the sender and the receiver nodes.

Testing the system showed great potential to adopt it, with its sim-
ple, yet effective, implementation that suits almost any loT environ-
ment and especially those in industrial facilities.
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