ORIGINAL ARTICLE
Electrica 2024; 24(3): 589-600

Implementing Enhanced Security in the Zigbee Joining Process Using
Elliptic Curve Diffie-Hellman Algorithm

Ngonidzashe Gwata®, Vipin Balyan

Department of Electronic Engineering, Cape Peninsular University of Technology, Cape Town, South Africa

Cite this article as: V. Balyan and N. Gwata, "Implementing enhanced security in the Zigbee joining process using elliptic curve Diffie-Hellman (ECDH) algorithm,"

Electrica, 24(3), 589-600, 2024.

ABSTRACT

The surge in Internet of Things (loT) growth has generated an amplified need for secure communication protocols, underscoring the importance of identifying
vulnerabilities in prominent loT communication protocols such as Zigbee. This study thoroughly assesses papers that explore security issues, such as vulnerabilities,
attacks, and countermeasures in Zigbee networks. It is then identified that the key vulnerability lies in key transportation and management within Zigbee networks. To
address this issue, an enhancement is proposed, which focuses on reinforcing security during key transportation by integrating Elliptic Curve Diffie—Hellman (ECDH)
encryption during the network joining process. This solution aims to securely protect the network key against unauthorized access or manipulation. The proposed
method is evaluated in terms of its computational, energy, and communication overhead. The results demonstrate that the suggested approach imposes minimal
additional demand, resulting in improved overall security with minimal resource requirements. This research contributes to loT security by providing an enhanced
approach to safeguarding Zigbee networks, ultimately reinforcing the safety measures for loT devices and ensuring secure data transmission.
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I. INTRODUCTION

The Internet of Things (IoT) is experiencing a soaring expansion with approximately 15.14 billion
connected loT devices as of 2023[1]; furthermore, it is predicted that this number will increase
to exceed 25 billion by the year 2030. Zigbee, reported as widely used [2], requires heightened
security due to increasing loT and device demand, especially when transmitting sensitive data.

The Zigbee protocol is continually evolving, and in April 2023, the Connectivity Standards Alliance
(CSA) unveiled the latest update—Zigbee PRO 2023.This new release includes advanced security
measures that highlight device safety and compatibility within loT development. Following [3],
the key features of this upgrade involve improved mechanisms for safeguarding networks during
onboarding and operation stages to combat current security risks.

However, the challenges persist, as the upgraded protocol continues to suffer from a wide range
of security weaknesses. This is attributed to the incapacity of constrained wireless sensor net-
work devices to employ conventional security protocols like asymmetric cryptographic mecha-
nisms, which are resource intensive and unsuitable for wireless sensor networks [4]. Even though
the latest Zigbee version does not address all the vulnerabilities, the protocol still receives little
attention from the research community [5]. Through their study, [6] found certain researchers
touch upon Zigbee but neglect the aspect relating to vulnerability or potential security breaches.
Hence, there is a need to conduct further research in this area and increase research efforts to
develop alternative security solutions.

Zigbee utilizes the Advanced Encryption Standard (AES), a highly secure symmetric encryption
algorithm widely accepted and expected to remain secure beyond 2030 [7]. The vulnerability in
Zigbee lies not in the cryptographic algorithm but in key management, involving the generation,
storage, distribution, and security of keys needed for encryption and decryption processes.

In this study, the researchers propose integrating the Elliptic Curve Diffie-Hellman (ECDH)
Algorithm into the Zigbee joining process. This results in a lightweight Zigbee security solution
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that is suitable for low-powered and hardware-limited devices, lead-
ing to enhanced security for both loT and Wireless Sensor Network
(WSN) applications.

In summary, the research contributes to:

1. Analyze security weaknesses that may render the Zigbee com-
munication protocol unsuitable for transmitting private and
sensitive information.

2. Identifying the methods by which attackers can compromise a
system through exploiting flaws in the Zigbee specification.

3. Incorporating ECDH into the Zigbee join process to secure the
transmission of link keys.

The content of this paper is organized in the following manner:
Section 2 presents a concise review of the studies related to the
proposed scheme. Section 3 entails an overview of crucial elements
required to comprehend Zigbee's security framework and network
model. Section 4 reveals the flaws in the Zigbee standard. The ECDH
technique along with its integration into the Zigbee standard dur-
ing the device join process is elaborated in detail under Section 5.
Results obtained from the authors’ proposed security solution will
be discussed under Section 6, followed by concluding remarks
towards wrapping up this paper.

Il. RELATED WORK

A. Security Features by Zigbee Alliance
The following discusses the security features introduced by the
Zigbee Alliance and highlights their drawbacks.

1) Zigbee Link Keys

Link keys can be generated between devices in a Zigbee network.
The network key (NWK) is used to encrypt the link keys when they
are transmitted. However, the use of NWK for link key protection
poses a security risk. An attacker with access to the NWK can obtain
link keys. Although link keys enable unique encryption of messages
between two devices, the mechanism by which these keys are
exchanged does not prevent other devices, malevolent or not, from
accessing them.

2) Installation Code

While the installation code is intended to facilitate secure data trans-
mission during device joining, it is vulnerable as it is often physically
exposed. Even if an attacker gains access after joining, there is no
forward secrecy, allowing for decryption of recorded transmissions.

3) Touchlink

This enables nearby devices to communicate, even if they are not
on the same network. However, [8] found a security risk, extracting
the network key from 130 meters away during touchlink operations.
This allowed unauthorized actions like factory resets, highlighting a
potential security threat in Zigbee applications.

B. Public Key Infrastructure (PKI)-based suggestions

1) Certificate-based Model

The primary vulnerability in Zigbee arises from its use of symmet-
ric cryptography. Misra et al. [9] suggested the implementation
of a public key infrastructure (PKI) to provide each device with a
unique manufacturer-signed certificate, along with private and pub-
lic keys. However, this approach falls short in distinguishing legiti-
mate devices from numerous other certified ones within an open

ecosystem featuring multiple vendors, thus making it easier for
attackers to include fake or malicious items. With many legitimately
certified tools operating simultaneously, hackers can find it easy to
modify software features on target tools or even establish fraudulent
certifications that hide malware infections. Additionally, limitations
exist concerning installing all vendor root certificates onto Zigbee
devices during production—which restricts their usefulness when
interacting with non-root-certificate compatible peers as well as lim-
its their capabilities too due to resource constraint issues.

2) Certificateless Model

Allakany et al. [4] reported that Lee et al. [10] have developed a
lightweight mutual authentication protocol specifically for loT,
utilizing symmetric encryption instead of complex methods like
asymmetric encryption to suit the limited capacity of constrained
devices. However, they argued that, while this scheme facilitates
RFID tag-reader authentication, its cryptographic measures’ effec-
tiveness appears neglected in their work analysis. [4] also reported
that Kulkarni et al. [11] have introduced a secure routing protocol for
Zigbee networks that includes aggregated MAC as the authentica-
tion codes. Researchers in [4] further propounded that the proposed
method guarantees end-to-end authentication by enforcing it at
each route step, but its reliance on only two keys may not guarantee
communication confidentiality. They also said that the study solely
focuses on analyzing security concerns about the MAC aspect of
Zigbee and overlooks other potential attack vectors or vulnerabili-
ties within the protocol itself in detail.

To enhance authentication and security, [12] recommended utilizing
ECDH for distributing NWK in the Zigbee network. Yet it is unclear
how secret keys function as NWK since they must be distributed to
all devices for broadcast message decryption. Furthermore, [13] dis-
covered ECDH impractical for NWK generation. The coordinator (also
Trust Center) refused to accept the packet containing the public key
of the joining node.

11l. FUNDAMENTALS OF ZIGBEE

Zigbee is a wireless communication standard designed for low-
power, short-range applications on the Internet of Things (loT)
domain. It uses the IEEE 802.15.4 standard for physical and data link
layers. lllustrated in Fig. 1, the Zigbee protocol stack comprises four
layers: the Network layer (NWK), Application layer (APL), Physical
layer, and medium access control (MAC) layer. The Physical and MAC
layers are under the regulation of IEEE 802.15.4, while the Zigbee
standard presides over the network and application layers.

A. Zigbee Security

1) Security Framework in Zigbee Protocol

The security framework of Zigbee aligns with the IEEE 802.15.4 stan-
dard. Zigbee's security services encompass the establishment of
keys, their distribution, and the protection of data frames through
the utilization of Advanced Encryption Standard (AES) cryptography.

2) Zigbee Security Keys
The Zigbee standard relies on three distinguished 128-bit symmetric
keys that have significant roles to play.

i.  The Network Key is crucial for secure broadcast communication
among nodes.
ii. The Link Key is utilized in unicast.
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Fig. 1. Zigbee stack.

3) Key Management in Zigbee
Zigbee offers a variety of key management mechanisms:

i.  Pre-installation: Manufacturers embed the key into the device
during production.

ii. Key Establishment: Link keys are generated from a master key
using a one-way function rooted in the SKKE protocol. Devices
must possess the master key obtained through pre-installation,
key transport, or user input to engage in this process.

iii. Key Transport: The network device requests a key from the
Trust Center, and the key-load key secures the transportation of
the master key.

An installation code is a random value loaded during production
and encrypts the initial network key transport. The code may be pre-
sented in hexadecimal or encoded form, such as through barcodes
or QR codes on packaging. However, it should be noted that anyone
with physical access to the device packaging can obtain the install
code itself—which would subsequently grant them the ability to
decrypt any transported messages associated with the network key
(NWK). As there is no guarantee of forward secrecy utilizing this method
either; even if an attacker is not present at join-time—they can still
record encrypted transmissions until obtaining the installation code.

Alternatively, the coordinator can generate and distribute link keys
encrypted using the NWK. Because the link key is protected by the
NWK, an attacker with the NWK can access the link key and under-
take attacks. Although link keys enable unique encryption of mes-
sages between two devices, the mechanism by which these keys are
exchanged does not prevent other devices, malevolent or not, from
accessing them. Sending link keys encrypted with the NWK defeats
the purpose.

These flaws related to key management highlight the necessity
of reassessing how devices in the network share and utilize secret
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keys. A potential solution is implementing ECDH integration during
device joining, which can establish a secure exchange mechanism
via a shared link key between any pair of communicating devices
without relying on NWK confidentiality.

4) Joining Procedure of Node

To join a WPAN, a device scans channels to find potential coordina-
tors, sends an association request upon selection, and awaits con-
firmation. A data request is then used to check acceptance, and
the coordinator responds, confirming or denying the association.
Refer to Fig. 2 for detailed steps on device pairing in this network
system.

IV. ZIGBEE SECURITY VULNERABILITIES
The following are some of the weaknesses in the Zigbee standard.

A. Replay and Injection Attacks

Attackers can capture plaintext MAC and network addresses, and
Personal Area Network ID (PAN ID) from Zigbee traffic, enabling
them to impersonate network devices and disrupt communica-
tion. The steps that an attacker could take in the normal operation
of Zigbee networks are detailed in [14]. Manipulation is achieved by
retransmitting the packets, making them appear as if they originated
from a device in a network. Consequently, the network may interpret
the malicious traffic as legitimate. In a study by [15], a replay attack
on a standard Zigbee network was executed successfully. This attack
utilized a program called killerBee, which allowed the authors to
inject previously captured frames into the Zigbee network.

B. Weakness in NWK Transmission

Some Zigbee devices transmit network keys (NWK) in plain text or
encrypted with GMK during initial communication. This has been
identified as Zigbee’s main vulnerability in earlier studies by [16]
and [17]. [16] conducted a successful packet sniffing experiment to



Electrica 2024; 24(3): 589-600
Balyan and Gwata. Enhanced Zigbee Security With ECDH Algorithm

Coordinator

Association Request

<
«

Association Response

»
>

APS Transport Key (NWK)

Device Announce (Broadcast)

»i
<

Node Descriptor Request

»a
e

Node Descriptor Response

Request Key

>
)

APS Transport Key (TC Link Key)

Verify Key

Confirm Key

[ [ ]
Fig. 2. Joining procedure.

obtain the NWK key when a device joined the network. This NWK key
enabled hackers to control the network, add harmful devices, and
replicate other devices’ parameters, enabling their malicious device
to join by deceiving the Trust Center into considering it a legitimate
reconnection.

C. Forward Security Flaw

The Zigbee security model fails to properly address the need for
secure revocation. As a result, even after a node leaves the network,
it can still access the connectivity because it retains the master and
link-keying material. Extracting security keys is possible, making data
extraction a real threat [18].

D. Denial of Service (DoS)

In [19]'s study, they demonstrated a Denial of Service (DoS) attack on
Zigbee networks. By injecting malicious packets without monitoring
network traffic, they overwhelmed the network with dummy mes-
sages. A 2-minute attack led to network freezing, and a 10-minute
attack caused a network crash. These experiments underscore the
real-world dangers of DoS attacks.

E. Malware Distribution Through Smart Lamp

Researchers demonstrated an attack using a compromised
Zigbee-enabled Philips Hue lamp to distribute malware across a
network [20].

F. Worm Infection

Researchers created a worm that can destroy Philips Hue lightbulbs
throughout entire cities by exploiting hardcoded symmetric encryp-
tion keys in Zigbee devices [21].

G. Passive Sniffing

Researchers in [22] were able to determine the type and status of
smart home devices even when their communication using Zigbee
is encrypted; this finding could potentially lead to inadvertent dis-
closure of user information.

V.THEORETICAL FRAMEWORK

This research proposes a solution to improve the security of Zigbee
networks by employing an Elliptic Curve Diffie-Hellman (ECDH) key
exchange scheme during the join procedure. This is accomplished by
switching the order of key exchange so that the link key goes before
the NWK. The NWK in the transport key message is then encrypted
using the link key as opposed to TCLK.

A. ECDH Key Exchange in Zigbee

ECDH Key Exchange enables two parties with elliptic-curve key pairs
to establish a shared secret across an unsecured channel without
transmitting the key itself.

Incorporating it into Zigbee protocol, two Zigbee devices Dev1 and
Dev2, can share a secret key as follows:

- Devl and Dev2 have the parameters of the elliptic curve pre-
installed, including the generator point G, and n, an integer asso-
ciated with the curve.

+ Dev1 will generate a random private key d, in the range [1, n—1]
by taking a point on the curve and computing a public key; Q, =
d, xG.

+ Dev2 will do the same and generate its public key Q, from its pri-
vate key d: Q,=d,x G.

« Dev1 and Dev2 exchange their public keys.

« Dev1willthen use Dev2's public key and its private key to calculate:

sharekey_dev1=d,xQ,=d,xd,xG.
« Dev2 will then use Dev1’s public key and its private key to
determine:

sharekey_dev2=d,xQ,=d,xd,xG.
Since d2 and d1 are integers, d1 x d,=d,x d,, hence, for the proper-
ties of the elliptic curves, sharekey_dev1=sharekey_dev2=S.

As a result, dev1 and dev2 share a secret key, S, which is used as the
link key for secure end-to-end communication in the network. Fig. 3
shows the updated join procedure with ECDH. The coordinator and
the joining device exchange values Q, and Q, during the joining
process. These values can be included in the association request and
response commands, eliminating the need for any additional mes-
sages in the joining operation. After acquiring each other’s values,
the shared secret key S is generated, allowing the coordinator to
send the NWK symmetrically in the transport key message encrypted
by S. Keeping the NWK inaccessible to eavesdroppers.

An attacker who can listen in on the exchange cannot obtain the
value of the key S and hence cannot extract the NWK. Since the key S
is adopted as the link key in the proposed model, each ZC, ZR, or ZED
must generate a unique encryption key for each connection they
establish. This technique has the following advantages:

- Protection from attackers with the TCLK.

« Inability of an opponent with the NWK to compromise devices
due to messages being encrypted with link keys.

« Devices being unable to eavesdrop on conversations between
other devices in the network.
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Fig. 4. B85 board.

B. Implementation

This research uses the B85 Development Board and B85 Dongle,
development kits based on Telink Semiconductor’s TLSR8258 SoC,
for the implementation of Zigbee, Figs. 4 and 5.

The target board'’s firmware was downloaded using an adapter that
was built around a Telink TLSR8266-based burning EVK, Fig. 6. It uses
a mini-USB interface to connect to the PC and a serial wire debug
interface to communicate with the target board’s microcontroller.
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C. Software Tools

The experiment’s and solutions’ firmware were created using the
Telink IDE and the Telink Zigbee SDK was installed. The development
boards are programmed and debugged using Telink IDE for TC32, an
Eclipse-based Integrated Development Environment (IDE).

Programming of the boards was done using the Telink Burning and
Debugging Tool (BDT).

Performing complex mathematical operations such as elliptic
curve point multiplications involved in ECDH requires intense
computation. This becomes challenging for devices that are
resource-constrained and operate on low-power microcontrollers.
However, this challenge has been addressed by making use of an
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optimized ECDH library specifically designed for 8-bit, 16-bit or
32-bit microcontrollers.

D. Experiments
The code was written to work per the proposed solution.

A B85 EVK board is configured as ZC, one B85 USB dongle is con-
figured as ZR, and another as ZED. Secp128r1, a 128-bit prime field
Weierstrass curve, was used for the ECDH protocol’s public-key algo-
rithm solution. The ECDH C library used is a small and fast ECDH and
ECDSA implementation called the micro-ecc.

In this proposed approach, ECDH is used to generate a secret that
is used as a link key. The generator point, G, and an integer asso-
ciated with the curve, n, are stored in the ZC and ZR. The ECDH
drive provided by micro-ecc generates public and private keys and
computes the symmetric key from the generated public key and
shared secret.

The joining process flow for the ZC and ZR joining to form a net-
work is depicted in Figs. 7 and 8. The process begins with the ZC
allowing devices to join its network. The ZR generates a private
key d, and computes a public key Q, before sending the associa-
tion request. The public key is then included in the association
request payload. When the ZC receives an association request,
it reads and stores Q, generates its private key d, and calculates
the public key Q.. The ZC then includes its public key as the pay-
load when sending the association response. The ZR will read the
coordinator’s public key after receiving the response. At this point,
both devices compute the symmetric key S using the predefined
secp128r1 curve with basepoint G, as well as the public and pri-
vate keys. If the procedure is successful, they will have the same
symmetric key.
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The ZC coordinator then encrypts the NWK in the key transport com-
mand with the symmetric key S. Upon receiving the key transport
command, because it has the same symmetric key as the coordina-
tor, the router can decrypt the key transport payload and retrieve the
NWK. The joining process continues, with the ZR broadcasting the
device announce command and sending a node descriptor request.
The ZC concludes the process by responding to the node descriptor
request.

If the devices do not generate the same symmetric key, the router
won't be able to decrypt the NWK, and other network devices will
not process its device announcement broadcast and node descrip-
tor requests. As a result, the join is unsuccessful.

E. Method for Setting up a Zigbee Network
The Zigbee network was set up as a star network topology, which
provides centralized security.

The boards were configured as follows to create nodes:

- B85 Dongle 1, as a Gateway (Coordinator)
- B85 Board, as a Light (Router)
« B85 Dongle 2, as a Switch (End Device)

When the SW1 button on the gateway board is pressed, it instructs
the ZC to open or close the network. When a gateway is powered on,
ifitis a new device, it will begin to build a network and allow devices
to join. If it is a device that has previously established a network, the
network will be restored, and the permit join state can be activated
by pressing the button.

When the router is powered on as a new device with the gateway’s
network open, the network join will begin automatically. If the
device was previously connected to the network, the network will be

restored. When the endpoint is turned on, a similar process occurs; if
it is a new device, the network join is initiated automatically.

When the end point’s button (SW1) is pressed, a message is sent to
the gateway. This endpoint serves as a switch. In turn, the gateway
will send a toggle command to the router. In this arrangement, the
router is a light node. When the router receives the toggle command,
it will turn an LED on or off. This procedure is used to determine
whether the proposed solution will allow Zigbee devices to function
normally in the network.

VI. RESULTS AND DISCUSSION

This section covers the findings of the experiments for the suggested
approach to improving Zigbee security through incorporating ECDH
in the join process.

A. Computational Overhead

Only an ECDH secret key is included in both the end device’s asso-
ciation request message and the coordinator’s association response
message. The computation time for ECDH point multiplication has
been determined to be approximately 275.8 milliseconds.

To measure the computation time for ECDH (Elliptic Curve Diffie-
Hellman) point multiplication, the following steps were performed:

« First, Timer0 of the TLSR8261 MCU was configured into mode 3
(Tick mode) to measure time in high-resolution increments. The
timer registers were initialized and set to appropriate prescaler
values to achieve a resolution of 1 microsecond, with the initial
Tick value of TimerO set to zero.

- Next, Timer0 was enabled immediately before the ECDH point
multiplication began, with the timer tick value increasing by 1 on
each positive edge of the system clock.
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To measure the computation time, the timer value was captured
at the end of the point multiplication, yielding a measured value
of 275,804 ticks.

Finally, the computation time was calculated by multiplying the
tick count by the timer resolution, resulting in a total of 275.8 mil-
liseconds for the ECDH point multiplication.

It should be noted that this time presupposes that both the coordi-
nator and the end device can compute ECDH point multiplication
at the same time, avoiding any overhead duplication associated with
this operation. It is essential to keep in mind, however, that these tim-
ings are dependent on specific hardware performance characteristics.

B. Memory Overhead

Extra memory space is needed for storing the constants and codes
specifically related to ECDH. Fig. 9 illustrates memory sizes after
compiling a sample gateway code, excluding the ECDH algorithm. In
Fig. 10, the compilation includes the ECDH algorithm and associated
constants. The augmented memory size reflects the additional space
required for storing both the constants and code segments essential
for ECDH implementation.

The highlighted “text” and “bss” sections report the sizes of distinct
program segments. The “text” section refers to the code segment,
containing executable instructions. The “bss” section represents the

data segment, which includes uninitialized global and static vari-
ables. The introduced constants occupy 22,218 — 22,034 =186 bytes,
while the algorithm code adds another 175,372 - 169,704=5668
bytes of code space (Table I).

C. Communication Overhead

The proposed solution sends ECDH public keys in the association
request and response messages. This has a total communication
overhead of 16 bytes, which falls within Zigbee’s maximum payload
of 127 bytes [23,24]. Considering that Zigbee's standard data rate is
250 Kbit/sec and that more than 517 bytes will be transmitted dur-
ing the entire join process, the resulting communication overhead
remains relatively minimal.

D. Energy Overhead

In this experiment, the software executes a loop of ECDH point cal-
culations to determine the energy consumption of one ECDH point
calculation. An oscilloscope probe is connected to a shunt resistor to
measure the potential difference generated by the current flowing
through it, as shown in Fig. 11. Using the known resistance of the
shunt resistor and the measured voltage, the current is calculated
using Ohm'’s law.

As illustrated in Fig. 12, the mean voltage, determined as 2.9 mV, is
the average voltage during the oscilloscope’s acquisition period. The
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[n uECCh text data bss dec hex filename
[@ vs_tick_handler.c 175372 $24 22218 198114 305e2 sampleGW_8269.elf
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Fig. 10. Code size with ECDH.

total period, representing the time for the ECDH algorithm to run, is
275.8 milliseconds.

The calculations are as follows:

Average Current: 0.0029V/10 Q=0.29 mA

Total Current Consumption: 0.29 mA x 275.8 ms=79.982 mA.ms
Power: 3V x 0.00029 A=0.87 mW

Energy Used: 0.87 mW x 0.00007661 hours =66.6507 nWh

Thus, 66.6507 nWh is the energy consumed in a single ECDH point
calculation.

The average energy consumption for a 5-volt battery-powered
Zigbee device during the joining process is around 60 mW on the

TABLE I. OPERATION OVERHEAD

Total Operation Overhead

Total time overhead 2758 ms
Memory overhead (code) 5.6 KB
Memory overhead (constants) 186 bytes

Communication overhead 17+ 17 bytes
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Atmel microcontroller [25]. In the proposed solution, two ECDH mul-
tiplications are performed, that consume an additional 0.87 mW. This
extra load accounts for less than 2% of the overall energy used dur-
ing the join.

E. Comparison With Existing Proposals
The new protocol is compared with earlier researchers’ proposals,
assessing various aspects, including:

« The additional messages needed.

« Whether a Certification Authority (CA) or Distributed Authority
(DA) is necessary.

- Operation, memory, and communication overhead.

F. Extra Messages

The solution presented in this work does not necessitate the use of
additional messages. Consequently, compared to other methods, it
has lower communication overhead. Certain approaches, such as
those described in [12] and [26], add extra messages. For example,
these references have 3 and 4 more messages than the current
Zigbee protocol, respectively.

G. CA/DA Requirement

This solution offers a certificateless model, eliminating the need for a
centralized CA or DA like [9] and [26]. Unlike protocols relying on CA/
DA, using such models would significantly delay the joining process.
Additionally, it can be difficult to set up a single authority for Zigbee
networks with multiple vendors because of issues with mutual trust.
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Fig. 12. Oscilloscope voltage measurement

H. Operation, Memory, and Communication Overhead

This solution offers improved efficiency in terms of operation, com-
munication, code, and constant memory overheads. It outperforms
the current solutions reviewed in this paper. Additionally, its smaller
memory footprint makes it a more cost-effective and practical choice
for implementation.

l. Potential Challenges

Implementing the proposed ECDH-based security solution in real-
world loT environments can present several challenges and consid-
erations. This includes the following:

+ In large-scale loT deployments, the increased computational and
communication overhead associated with ECDH might impact
overall network performance

« Existing Zigbee networks often include a mix of devices with vary-
ing capabilities. Integrating ECDH into these networks requires
ensuring that older devices, which may not support ECDH, can still
operate effectively. This may necessitate updating the firmware of
existing devices. This process can be complex and may introduce
risks of firmware bugs or failures.

J. Security Robustness

The strength of the security enhancement provided by ECDH needs
to be assessed. Future research may evaluate the robustness by test-
ing the system against various attack vectors such as key intercep-
tion, replay attacks, and unauthorized access attempts. Additionally,
cryptographic analysis can be performed to assess the strength of
ECDH encryption. The effectiveness of the ECDH integration will
then be determined by its ability to withstand these attacks and pro-
tect the network data.

VII. CONCLUSION

Previous studies have identified several security vulnerabilities in
Zigbee networks. These include unauthorized access, message
interception, and replay attacks. Such weaknesses pose significant
risks to the confidentiality and integrity of data transmitted through
Zigbee networks. This study comprehensively examined these
security issues while devising an efficient solution that effectively
addresses them while maintaining compatibility with low-power,
low-cost devices

To secure the Zigbee join process without imposing excessive costs
or energy consumption on the system, ECDH was implemented.
This modification encrypts the network key using ECDH-generated
security, resulting in an effective and efficient method for key
transportation.

This research contributes to loT security by offering an enhanced
approach to safeguarding Zigbee networks. This reinforces the safety
measures for loT devices and secure data transmission. This contri-
bution is crucial for industries reliant on secure digital communica-
tion, offering a practical solution to current cybersecurity challenges.

Future research could focus on how to detect malicious devices in
the network and determine appropriate actions following a secu-
rity breach. This can be through monitoring the behavior of devices
to detect any anomalies or deviations from expected patterns.
Malicious devices may exhibit unusual communication patterns,
such as excessive messaging or unexpected commands. Machine
learning algorithms can be used to establish a baseline of normal
network behavior and detect deviations. These models can help
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identify suspicious activities that could indicate the presence of a
malicious device.

In this paper, it is concluded that the security of Zigbee can be
improved. Additionally, a method to secure network key transmis-
sion has been proposed, which can be adopted on every device
within the Zigbee network. This advancement has the potential to
improve data protection in various industries, making digital com-
munications safer.
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