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ABSTRACT

The Internet contains many types of services with different security options, which may be updated very frequently. An entity selects only those services
in trusted networks that satisfy its security requirements. The primary challenge is to determine the trust level of services in such networks, which contain
devices with limited processing power, such as Internet-of-Things (IoT) devices. We propose a hybrid approach to formulate the trust of a security system
in loT networks. Our approach provides a systematic way to model the trust of security from the viewpoint of an entity. Furthermore, using a case study,
we evaluate the approach via simulations of a smart entity that has to select a trusted network. The evaluation results show that our approach provides
satisfactory and flexible trust computations.
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Introduction

The prevalentusage of the Internet with low-cost computing equipment has made entities
connected to services in Internet-of-Things (IoT) devices. An entity tends to interact with a
service in such an environment if the entity truststhesecurity of a service that is a significant
challenge to increase the benefit of interactions.

Security includes topics such as protection of information from theft and corruption. Most
of the time, the goal of security is to preserve confidentiality, integrity, and availability [1].
However, trust has a subjective nature and diverse meanings [2]; therefore, thetrust percep-
tions of entities are different. However, thediversity of meaning is not good for security that
requires clarity and precision. Therefore, trust necessitates precise technical definitions that
may mislead the public. The existingtrust models are insufficient inrepresenting dynamic and
subjective needs of different entities in a cyberspace, where low computing devices operate,
such as loT devices.

This study is motivatedbythe lack of a common trust model that satisfies the dynamic security
needs of a specific entity for loT networks. In addition, security solutions have been improved,
and new security mechanisms have been introduced. Therefore, entities have changed their
requirements accordingly. Becausetrust is subjective and highly dependent on the context, it
is impossible to have a common trust model for alltheentities in different loT networks. There-
fore, we need an approach to use multiple models simultaneously in order to represent and
compute the trust of entities in relation tothesecurity.

In this study, we extend anhybrid approach, namely, Core-Crust Modeling Approach (CCMA),
in [3] to model trust in relation to security according tothedynamic requirements of a specif-
ic entity for loT networks. The approach combines many trust models to satisfythedynamic
needs of each entity. The main contributions of our research are twofold as follows.
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First, we introduce a novel computation approach for trust
modeling that representsthespecific security requirements
of an entity from networks.

Second, we show how to integrate different models accord-
ing to CCMA to satisfythetrust-computation requirements
of a specific entity.

The rest of this study is organized as follows. We examine the
trust and security modeling issues in Section II. We present our
approach in the next section. Section IV discusses the evalua-
tion and applicability of the proposed approach. This study is
concluded in Section V.

Security and Trust Research

Trust is widely used for decision making, anditis defined differ-
ently in information systems [4]. For instance, in the context of
access control, trust is defined as the possession of authentic and
valid credentials necessary for access control at an end point [5].
To have a concrete trust model, trust should be defined precisely.
Here, we follow the trust definition provided in [6], where Trust is
the security expectation of an entity from a service according to the
available security-evaluation information of that entity.

In this study, theavailable security information is related to
security from the viewpoint of an entity. Because theavailable
security information depends on entities, each entity may have
different security-evaluation information related to the securi-
ty of a specific service.

Properties of Trust Relationships

The propertiesof a trust relationship determine the definition
of trust in a particular context. Two entities may have one-to-
one trust relationships, which may be an asymmetric relation-
ship. A trust relationship may be one-to-many, many-to-many,
or many-to-one. Specifically, a trust relationship depends on
the entities involved in that trust relationship [7]. If trust infor-
mation is delegated from one entity to another in a group, the
model uses the transferable property of trust among entities
that is applied in the group [8].

Subjectivity, which is another property of trust, depends on the
personal opinions of entities. Mostly, like security, trust is al-
ways used in a particular context; therefore, trust is highly con-
text dependent. Generally, trust values are used to represent
different degrees of trust related to an entity, and the values
represent the measurable properties of trust.

The dynamicnature of trust is another significant property. This
means that trust may change according to different factors,
such as time, actions of entities, and events in the environment.
However, thedynamic property of trust complicates its model-
ing, which should be, therefore, performed using adaptive ap-
proaches such asartificial-intelligence algorithms [9].

General Trust Models

Trust models determine the degree of a trust relationship be-
tween two entities. Trust modeling is defined as the process of
defining a complementary threat profile for a security architecture
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based on an acceptable trust model [10]. Trust modeling must
include implicit or explicit validation of an entity’s identity or
characteristics. These facts are necessary for a particular event
to occur. However, an entity may have lack of information re-
garding the identities of other entities it interacts with. In this
case, a trust model should conter the aforementioned lack of
information. Thus, there are following three types trust models:
direct, transitive, and assumptive.

In the direct trust model, the credentials of an entity are vali-
dated without depending on any other entity [10]. In addition,
trust is established via observations, and there is no propaga-
tion of trust over entities in this model. The advantage of direct
trust model is that the validation of credentials is realized by
the same entity. Therefore, a high level of confidence is ensured
in every entity. However, the disadvantage of the model is that
it may be more labor intensive and more expensive than oth-
er models. Public Key Infrastructure (PKI) is an example for the
direct trust model.

In the transitive trust model, trust is transmitted through other
parties [11]. This model is also known as the indirect trust mod-
el [8]. It is based on the delegation of trust from one entity to
anotherone. For instance, entity A has direct trust to entity B,
and entity B has direct trust to entity Citherefore, entity A has
transitive trust to entity C. However, entity A does not need to
validate trust to entity C.

However, in some situations, trust is not transitive [12]. As-
sumptive trust model is the formal name of spontaneous trust,
and it does not necessitate any validation process. The pret-
ty-good-privacy web of trust is a kind of this trust model. The
difference between the transitive trust model and the assump-
tive trust model is the validation process.

Trust Management

Trust is considered a complementary solution to the traditional
security solutions to ensure high security. Traditional decen-
tralized trust-management architectures do not directly ad-
dress questions, such as policy changes under rapidly chang-
ing network conditions. For instance, achieving fine-grained
access control is possible by using a formal specification with a
policy language [13]. Trust and risk may be used in role-based
access control policies in decentralized networks [14]. An auto-
matic network-security approach, which is based on multi-di-
mensional trustworthiness, is proposed in [15].

Recently, there have been significant research efforts on trust
related to thes ecurity of services. For instance, the number of
trust models has increased for information systems; however,
there is a lack of interoperability among these models; there-
fore these models are not easily applicable [16] and [17]. An-
other example is security as a service [18], where trust models
are used.

Cryptography has become a significant tool for establishing
trust in loT networks. For instance, PKl-based trust models are
cryptographic trust solutions that use digital certificates, such
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as X.509 certificates [19]. However, complete cryptographic in-
formation is needed to compute trust metrics by usingthese
models. PKI- or X.509-certificate-based trust models do not al-
ways represent the subjective needs of entities.

In the literature, different cryptographic methods have been
used to establish trust. For instance, some trust models consider
the identity information of entities and services to compute trust
metrics, where identity management is a significant challenge.
Identity-based cryptology is used to cope with -the identity
management challenge [20]. In addition, zero-knowledge proof
is also used to bind the identities of entities in some trust models
[21]. However, Trusted Computing Group (TCG) uses an open-
standard-based interoperability framework to defend against
attacks on both hardware and software implementations. Par-
ticularly, the hardware specified by TCG is called the Trusted
Platform Module (TPM),which uses cryptographic operations
to establish the root of trust. TPM can store some cryptographic
keys to perform cryptographic operations [22]. The strength of a
cryptographic solution may determine the level of trust.

Trust is a soft security mechanism that is used with some other
mechanisms such as recommendation and reputation in or-
der to establish security goals, such as privacy in loT networks.
Hard security mechanisms such as cryptographic solutions are
inadequate to ensure privacy in online social networks and
platforms. For example, preserving the privacy of identities in
virtual marketing campaigns in social networks is a challenging
task, which is impossible to accomplish using only hard securi-
ty mechanisms [23].

Mostly, software agents represent entities in the cyberspace,
where they interact with many loT devices. For instance, the
k-Nearest Neighbor (kNN) query under the preference of a user
is used for privacy-preserving purpose [24], which may be ap-
plied on loT devices in electronic - commerce (e-commerce).
There are many soft security solutions to preserve privacy in
e-commerce. The trust and risk perceptions of users affec tthe
market success of the products. A mediation model in [25] uses
trust and risk to increase the success of product by preserv-
ing customer privacy. A more recent research regarding loT
and trust uses blockchain to secure industrial loT applications,
where there is a lack of trust in the environment [26]. In sum-
mary, the existing trust models do not satisfy all the require-
ments of a particular entity because there is no interoperability
among trust models in the cyberspace.

Hybrid Trust-Modeling Approach for Security

Trust is subjective and entities should have their own trust
models that are dynamic. We introduce a trust-modeling ap-
proach related to security; the approach is convenient for ap-
plication in loT networks. The approach is entity centricand it is
used to represent trust on the basis of the needs of a particular
entity about the security of a service in loT networks. Specifical-
ly, an entity can handle dynamic-security properties according
to its own needs in order to compute trust related tothe secu-
rity of a service.
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Security Properties from the Viewpoint of an Entity

We represent the security properties of a service by using a
set of atomic units, as given in [6]. A set with n elements, © =
{¢,....¢ } represents the atomic unit set of service x in a specif-
ic entity, where ¢ represents an atomic unit. In our approach,
each entity may have different security representations from
the security system of a service. Therefore, entities represent
a security system according to their own needs. In this study,
a security system is a set of security mechanisms. The securi-
ty system is responsible to accomplish security goals, such as
preserving the privacy of interacting entities with the service.

An atomic unit can be a property of a security mechanism. The
atomic unit may also be a set of some properties. Moreover,
an atomic unit may be a security mechanism or a set of secu-
rity mechanisms. For example, assume that a security system
has Data Encryption Standard (DES) and Advanced Encryption
Standard (AES) encryption algorithms for the encryption of
network traffic; these algorithms are the security mechanisms
used in our approach. Additionally, assume that 128, 192, and
256 key-size options are available for AES encryption in the
security system. An entity may represent both DES and AES
with one atomic unit like ® = {¢, }. However, another entity
may distinguish DES and AES; therefore, the entity may rep-
resent both DES and AES by using different atomic units, ® =
{¢,..9,.} Furthermore, the key size may be a significant prop-
erty for another entity; therefore, the entity may have differ-
ent atomic-unit representations for three key-size options, ® =

{¢des’ ¢aes1 28’ (/)aeﬂ 92 ¢065256}'

Security mechanisms are dynamic; therefore, the set represen-
tation of a security system depends on time. This purpose of a
security mechanism has to be considered from the viewpoint
of an entity. For instance, the security system of a service c in
an entity is represented usinga set of atomic units as follows:

0,0 =166}

The resource limitations of entities result in them having differ-
ent granularity about the representation of a security system.
The trust models of each entity provide better computation
results with different granular representations of security sys-
tems because an entity uses granularity to better represent its
security and privacy needs from the security system of a ser-
vice. For example, symmetric encryption mechanisms may per-
form better than asymmetric ones for a resource-limited entity,
such as an loT device. Therefore, in this case, each encryption
mechanism has to be represented using an atomic unit. How-
ever, another entity may have no resource limitation; therefor,
it may use any encryption mechanism, and all the mecha-
nisms may be represented usingone atomic unit as that in the
above-mentioned example.

Hybrid Approach for Trust Modeling

We present a top—down approach for representing and model-
ing of trust related to the security system of a service according
to needs of an entity. Our approach results in a hybrid model-
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ing approach that contains two types of models, namely, a core
model and many crust models. We refer to such a modeling ap-
proach as CCMA as in [3]. CCMA is outlined in Figure 1.

In the proposed approach, entities should have a common trust
model. We refer to a core model of an entity that represents the
common model. In Figure 1, CORE represents the core mod-
el of an entity. The entitiesare expected to have the same core
model, which may not be modified frequently. The core model
represents the common requirements of entities from security
systems. It also enables the entities to interact and communicate
with each other in the cyberspace. We observe that entities must
interact with many other entities and services to gather informa-
tion for more accurate trust computations from many networks.
For example, the framework in [27] may be used as a core model
for entities in virtual organizations. In CCMA, CORE enables enti-
ties to establish security interoperability with other entities and
services during interactions.

Trust is a subjective property, and we represent it by using
CRUST models in CCMA. The CRUST of an entity may contain
many models about the security system of a service. Moreover,
each entity may have different crust models about the securi-
ty system of the service. A crust model may be modified very
frequently depending on the recent needs of the entity. Crust
models are used to represent the dynamic and specific needs
of an entity from services. Because new security attacks have
occurred and new solutions have been introduced, the securi-
ty needs of entities have changed too. Therefore, trust models
have to counter with these changes dynamically that means
trust models have to be adaptive. Artificial-intelligence algo-
rithms are the best candidates to provide the best integration
options for the trust-computation models of CRUST.

In loT networks, entities may have various crust models simul-
taneously that may be changed very frequently according to
the recent needs of entities. For instance, an entity may use an
identity-based approach to enhance its security and privacy,
where trust may be modeled usinga crust model for Peer to
Peer (P2P) systems [28]. Another entity may need to use ze-
ro-knowledge proof based trust model for authentication, e.g.,
crust model such as Pseudo Trust [29]. However, crust models
may also change when the entity moves from one context to
another. For example, if an entity moves from the e-commerce
context to electronic-health (e-heath) one, it may choose a dif-
ferent crust model [30] to adapt to the e-health context.

A crust model is connected to the core model with at least one
parameter. Particularly, a crust model depends on the core
model; therefore, the relation between the core model and the
crust model is ensured by parameters of both models. The crust
model may be designed to determine a parameter of the core
model. A connection between the core model and the crust
model is represented by an intersection of the core model and
the crust model. For instance, we represent the connection be-
tween CORE and crust model C1 with the intersection of CORE
and C1 in Figure 2. The intersection between the crust model
and the core model represents the relationship between both
the models.

In CCMA, no trust relationship exists between models. There-
fore, the intersection of a core model and crust models or inter-
sections between crust models do not represent any trust re-
lationship. Core model, crust models, and intersections create
the overall trust model in an entity. For instance, the trust-man-
agement model in mobile adhoc networks [31] may be used as
the core model in an entity. The information flowmodel in [32]
may be used as a crust model. Here, the crust model and the

CRUST

Figure 1. Core—crust modeling approachof a security systemina-

nloT network

Figure 2. Correct example for CCMA
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core model share the security and privacy information param-
eters for trust computations. The crust model assists the core
model to achieve more accurate trust-computation results.

In the proposed approach, common parameters among the
models must be estimated. If all the models are designed by
considering possible coexistence, the entities will have better
trust-computation solutions. A more specific crust model may
be used to determine the parameter of another crust model
more precisely. In this case, the crust model and the core model
may not share any parameter. However, the crust model has
to be connected with the core model indirectly over another
crust model. For example, crust model C3 is connected to the
core model over crust model C2, as depicted in Figure 2. Crust
models C1 and C2 are connected directly to the core model.

Consider the relationship between the core model and the
crust model in the previous example, where the crust model
is directly connected to the core model and is used to obtain
information for trust computations by the core model as a real
example. Assume that the crust needs a model to obtain more
specific security-evaluation information for trust computations.
In addition, assume that the entity uses the model presented in
[6] as a crust model to assist the existing crust model to obtain
more information. Now, the entity has one core model and two
crust models, where only one crust model is connected directly
to the core model, and the other crust model is connected indi-
rectly, such as crust models C2 and C3 in Figure 2.

All the crust models are connected to the core model. For
example, crust model C1 is independent of the core model,
as depicted in Figure 3, which is an incorrect example. CCMA
ensures an entity to have its own trust metrics. An entity may
compute metrics on the basis of its own needs by using many
models. The essential requirement for many models is that they

Figure 3. Incorrect example for CCMA
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have to share some parameters. Specifically, if a model does
not contribute to the trust computations in the core model, it
is not a part of CCMA. From that viewpoint, all the crust mod-
els in an entity must share a parameter with the core model
directly or indirectly. The motivation of this approach is that an
entity should integrate its static part with its dynamic part. For
instance, the two crust models in the example provided in the
previous paragraph are connected to the core model.

An entity may very frequently change the crust models that
represent the dynamic part of CCMA. However, assume that the
entity intends to use a new algorithm for trust computations in
order to improve its existing trust solution, such as SUNNY al-
gorithm [33],which does not share any parameter with the core
model and existing crust models. Because SUNNY shares no
common parameters with other models, the entity cannot use
the algorithm for its trust computations without some modifi-
cations in the existing structure of models, preferably SUNNY.

Some existing entity-centric trust models can be improved and
applied to many entities for trust computations by using CCMA
in loT networks. Therefore, our trust-modeling approach is dy-
namic and open to improvement.

Applicability and Evaluation

In this section, we show some potential applications of the
hybrid approach to explain its usage. We also compare CCMA
with the existing trust-computation models to present the dif-
ferences between CCMA and other models. Furthermore, we
have explained CCMA by usinga case study. The case study
aims to show the applicability of CCMA by using numerical ex-
amples over a realistic scenario. We simulated the case study
via MATLAB 2011a, following which we presented the results
for a smart entity running on loT networks.

Some Potential Applications of Hybrid Approach

CCMA integrates trust models to provide effective trust com-
putations for entities. In this section, we show two potential
applications of CCMA.

Recently, online shopping has grown rapidly, where loT de-
vices have become apparent. Additionally, security and pri-
vacy challenges have also increased considerably because of
various services interacting with low-processing loT devices.
For instance, almost every day, we read or watch stories from
magazines, newspapers, or televisions regarding the security
breaches of online shops, often resulting in financial loss for
their customers. The primary reason for the loss is weak securi-
ty systems, which decrease trust in online shopping. Although
there are many security solutions for online shopping, there is
no solution to establish trust regarding these security solutions
on the basis of individual needs of customers.

A customer may use CCMA to compute the trust about the
security system of online-shopping systems that are based
on security and privacy needs of a customer. For instance, as-
sume that two customers need to buy some electronic equip-
ment from online shops. They have entities that represent the
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customers. In addition, assume that the security needs of the
customers differ from each other, thereby requiring different
trust-assessment solutions. Specifically, customer ©, considers
cryptographic algorithms in the TPM of servers owned by on-
line shops as the security-evaluation information to compute
trust. Furthermore, customer ¢, computes its trust metric using-
core model CO. ¢ also uses crust model CR1 to obtain the se-
curity-evaluation information. CR1 extracts the security-evalu-
ation information directly by observing the TPMs. Additionally,
customer ¢, can provide the recommendations about security
systems by using another crust model CR2;however, it does
not use any recommendation for trust computations. Howev-
er, customer ¢, uses CO as the core model and CR2 as thecrust
model. Contrary to €1, €2 computes trust metrics only by using
recommendations, and it receives recommendations by using
CR2. This example shows that each entity may have different
models to compute trust metrics according to its own needs
by using CCMA.

Hospitals contain many IoT devices, and they provide Internet
access to some of the services that may contain private infor-
mation about patients, such as patients’ personal registration
data and blood-sample results. The patients may care about
their privacy when they apply to hospitals, as the private infor-
mation of patients may be revealed. This may result in financial
loss for patients. For instance, revealing the private information
of patients may increase the health-insurance costs of patients,
or it may be ethically uncomfortable condition. Therefore, the
patients need to trust the security of hospitals’ information
systems. However, each patient has different security require-
ments; therefore, they may compute trust about a security
system differently. Moreover, patients’ trust-computation mod-
els may change depending on their conditions and security
threats. In this case, the entities that represent the patients may
use CCMA for trust computations. For example, assume that
patient PAT will have a new baby after eight months. In addi-
tion, assume that the patient recently changed her job and that
her current circumstance may prevent her from having a better
job allocation. This circumstance prevents her from revealing
this fact before three months of birth. However, she needs ex-
amination; therefore, she has to choose one of the six hospitals
in her city and must fix an appointment for the examination.

Each hospital has different security systems of their informa-
tion systems. Therefore, PAT must compute the trust of each
hospital. She has core model COH for trust computations. COH
brings security and privacy information from each hospital
and, subsequently, computes the trust using this informa-
tion. However, the current case is more sensitive; therefore,
she must update her trust model temporarily. She also needs
strong cryptography based access control for patients’ data to
protect her private information. However, her entity is unable
to test all the cryptographic security properties of a security
system; therefore, she needs recommendations from some of
her friends. Therefore, she has updated her trust-computation
solution to be able to use the recommendations. Specifically,
she integrates recommendation model REC to its trust-com-

putation solution. REC is responsible to obtain cryptographic
information from her friends, and she feeds COH with such
information. In this case, REC is her crust model, and it is inte-
grated with her trust-computation solution. However, it may be
removed after many months depending on her needs. This ex-
ample shows how dynamic needs of an entity may be usedina
real application by using CCMA.

The subjective nature of trust and the need for adaptive trust
solutions motivate us to use CCMA. The above-mentioned ex-
amples show how CCMA can be usedin real-life applications.
We believe that adaptive trust solutions that integrate the ex-
isting trust models with new trust models will be strong can-
didates for emerging trust-computation solutions in loT net-
works.

Comparison of Trust-Computation Models

Trust modes have been designed according to their contexts,
information-gathering approaches, and some subjective fac-
tors. The context usually determines the trust relationships
among entities. For instance, entities in social networks and
IoT networks may have different trust-computation models. In
social networks, entities are generally people that interact with
one another, whereas in loT networks, software agents or sen-
sors are usually entities. In our approach, trust models are used
for security context in the cyberspace.

The amount of information is a significant issue to achieve ac-
curate trust-computation results. Information may propagate
directly from one entity to another, indirectly over many enti-
ties, or both directly and indirectly. For instance, the statistical
trust establishment in wireless sensor networks [34] uses a di-
rect information flow model, whereas an indirect information
flow model is used for trust management in mobile ad hoc net-
works [31]. However, the information-theoretic trust-modeling
approach [35] considers both direct and indirect information
for trust computations. In CCMA, an entity may use either di-
rect or indirect information for trust computations. These prop-
erties of the context and needs of an entity determine which
models may be used to compute trust metrics among a large
number of different computation models.

The existing trust models are generally static models, which are
inappropriate for dynamic contexts. For example, the changing
properties of communication systems, such as updating algo-
rithms of a cognitive radio solution, may be inappropriate to
be represented using static trust models. We classify such trust
models as static models. However, computer technology has
been changing rapidly and trust models should be adaptive to
counter these changes. Therefore, we need adaptive models.
CCMA can provide adaptive trust models for security context.

Mostly, subjective factors represent the specific needs of enti-
ties. The number of these factors in a trust-computation model
determines how the model represents the needs of entities.
The existing trust-computation models have different number
of subjective factors. For example, the trust-computation mod-
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Table 1. Comparison of trust models
Approach Context Modeling NSF Advantages Disadvantages
Guha, 2004 [32]  Social networks  Transitive 3 1) Distinguishes trust and 1) May not be suitable for small-
Static distrust scale networks
2) Has a formal framework 2) Does not consider security
Gray, 2003 [36] Security within Hybrid 2 Simple 1) Fake recommendations
small world Static 2) Problem with multiple short paths
networks 3) Does not consider cryptographic
security solutions
Velloso, 2010 [31]  Ad hoc networks — Transitive 6 Needs less processing 1) Nodes should monitor neighbors
Static power and less memory all the time to construct and
update trust relations
2) Does not consider security
Probst, 2007 [34]  Sensor networks — Direct 4 1) Considers history for trust 1) Computationally complex to
Static computations determine the t-distributions 2)
2) No single point of failure Does not consider security
Sun, 2006 [35] Ad hoc networks  Hybrid 1 1) Generic: can be applied 1) Requires additional hardware to
Static to many networks sense the neighbors
2) Contains two models 2) Does not consider cryptographic
security solutions
CCMA Security Hybrid Unlimited 1) Security specific: 1) Models have to share some
Dynamic considers cryptographic parameters

security solutions
2) Adaptive

2) May need formal models for
computing subjective factors
3) Security specific

elin [35] has one subjective factor, whereas the one in [31] has
six subjective factors related to ad hoc networks. The number
of factors in an entity may change time to time; therefore, a
constant number of subjective factors may be inadequate to
represent the dynamic needs of entities. In CCMA, an entity
may have different number of subjective factors to adjust dy-
namic conditions.

A detailed comparison among different trust-modeling ap-
proaches with respect to context, information model, number
of subjective factors (NSF), advantages, and disadvantages is
provided in Table 1. Although CCMA is specific to security and
privacy context, it may be easily adapted to some other con-
texts. Our approach is dynamic and it may have different NSF.

Case Study: A Smart Entity for Network Selection

This case study aims to show the applicability of CCMA. In the
case study, a user has a smart phone that is able to change its
communication network to access the Internet when the user
moves. The smart phone changes the network according to
the decisions of a smart entity running on it. The smart entity is
responsible to assess and select a trusted communication net-
work by using CCMA in a specific location.

Assume that the user goes to an airport. The IT department of
the airport provides free Internet access to passengers via five
different Wireless Local Area Networks (WLAN)s. However, the
user has to pay for each bit for its current Internet connection.
Therefore, the smart entity assesses the trust of WLANSs, and,

Table 2. Security-evaluation information ranges received by
the smart entity from communication networks

Experience Recommendation

Network Min Max Min Max
Initial 0.5 0.8 04 0.6
Net1 0.6 0.9 0 0
Net2 05 06 0 0
Net3 0 0.3 0 0
Net4 08 1 0 0
Net5 0.6 0.8 0 0
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subsequently, it connects to more trusted WLAN. In addition,
WLANs contain many services with different security proper-
ties. There are also various passengers connected to WLANs
with different intentions and loT devices that may cause many
security and privacy threats for users.

The smart entity computes trust using a core model, namely
TM. The core model uses the experiences and recommenda-
tions about the security system of communication networks to
compute trust. Initially, the smart entity has a crust model, EM,
to obtain experiences and a crust model, TM, to receive recom-
mendations. The relationships among models are depictedin
Figure 4. When the user moves to the airport, the smart entity
updates its trust-computation model by using the available
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EM
™

Figure 4. Trust computations usingexperience and recommenda-
tion crust models

Figure 5. Trust computations using only experience crust model

security-evaluation information in the airport. Specifically, the
smart entity has no recommendation with high confidence,
and it does not use recommendations to compute trust. In this
case, the smart entity computes trust usingTM and EM only. In
the airport, the trust-computation model of the smart entity is
depicted in Figure 5.

An entity may compute trust of each atomic unit in ®(t) by us-
ing CCMA. The trust of an atomic unit is computed using Equa-
tion 1 in TM. For the sake of brevity, security systems of ser-
vices are represented using one atomic unit, and they do not
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Trust, experiences, and recommendations at old place.
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Figure 6. Trust and security-evaluation information before the
smart entity moves
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Figure 7. Trust information after the smart entity moves

change with time, such that ® = {¢}. In this case study, the se-
curity-evaluation information is uniformly distributed between
the ranges shown in Table 2. in all communication networks.
One has the following:

T(t) = a)E O+ B (DR(D), 0 < a()+ B () < 1.(1)
where
0 < a(t),B (b),E (t),R(t) < 1

Initially, the smart entity computes trust using experiences and
recommendations, where a(t) = 0.5 and 3 (t) = 0.3. Experiences,
recommendations, and trust values are shown for the commu-
nication network for old location in Figure 6. In this model, the
maximum trust is always below the maximum values of either
experience or recommendation in a specific time, as depicte-
din Figure 6. When the user moves to the airport at time=51,
the smart entity updates its trust-computation model, where
a(t) = 0.4 and B (t) = 0. The entity computes the trust of five
WLANSs, as depicted in Figure 7. Because all the WLANSs are free
and Net4 is generally more trusted than others, the smart enti-
ty selects Net4 to access the Internet.

The case study shows the applicability of the proposed enti-
ty-centric approach regarding trust modeling. Additionally, the
numerical results in the case study show how trust-based deci-
sions may be made. It is obvious that dynamic trust models are
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needed and that CCMA provides adaptive trust-computation
solutions.

Conclusion

Because 10T networks are a part of the cyberspace, achiev-
ing trust computations using limited processing power has
become a significant challenge for entities in order to select
the best possible service. In this study, we presented a hybrid,
trust-modeling approach based on the requirements of enti-
ties. The proposed approach, CCMA, is convenient for loT net-
works. The core model represents the common requirements
of entities from security systems. The crust model represents
the specific needs of an entity. In CCMA, an entity may have
more than one crust model, but it has only one core model. The
hybrid approach is suitable for satisfying subjective and dy-
namic needs of different entities related to security and privacy
services on loT networks.

We analyzed CCMA by using comparisons and empirical eval-
uations. Specifically, we compared CCMA with the existing
trust models and showed the applicability of the proposed
approach. We also presented a case study using a smart entity
for performing network selection. The results of the case study
showed that the proposed approach may provide dynamic
trust models for entities in the cyberspace. Moreover, the hy-
brid approach may be applied to low computing devices, such
as loT devices.
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