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ABSTRACT

This study investigates the impact of primary network and co-channel interference on the secrecy outage probability and strictly positive secrecy 
capacity of an underlay cognitive decode-and-forward relay network in Rayleigh fading channels. We consider a single eavesdropper node that tries to 
steal the transmitted signal at each hop. The secrecy outage probability and the strictly positive secrecy capacity are theoretically derived as a function 
of the interference sources and fading channels, which has not been studied in the literature. The theoretical results are validated with Monte Carlo 
simulation results. Consequently, the results show that the secrecy outage probability and the strictly positive secrecy capacity drastically degrade when 
the number of co-channel interference sources and the PN interference power increase.
Keywords: Underlay cognitive radio, secrecy outage probability, co-channel interference, decode-and-forward, cooperative communication

Introduction

With the introduction of fifth-generation communication into our lives, millions of devices are 
estimated to be added to the existing network with diverse applications in a very wide band 
from 700 MHz to 100 GHz [1]. Efficient resource allocation techniques will be one of the most 
crucial functions due to the frequency spectrum scarcity. Network densification was popular-
ized years ago to exploit the frequency resources more efficiently and increase the number 
of users served. High spectrum utilization is caused by the aggressive employment of reuse 
strategies of the same frequency channels, which results to a co-channel interference (CCI).

The cognitive radio (CR) network proposed by Mitola in [2] can be considered as another solu-
tion to a more efficient usage of the frequency spectrum. In CR, three main spectrum access 
techniques enable unlicensed users, which are also known as secondary users (SUs), to access 
the licensed bands of primary users (PUs), namely underlay, overlay, and interweave [3]. This 
classification is roughly made by specifying under which conditions SUs can access the sys-
tem. In underlay and overlay systems, SUs can simultaneously access the system with PUs. In 
an interweave system, SUs can only access the system when PUs do not exist in the frequency 
band.

The underlay approach is more popular than other spectrum access techniques in CR net-
works (CRNs) [4-12]. The key point of an underlay CRN (UCRN) is that the SU’s transmission 
power, which causes interference on the PUs, is limited by a predefined interference level to 
ensure the desired quality of service (QoS) of PUs. In [4, 5], the outage performance of a co-
operative CRN that employs a decode-and-forward (DF) relaying protocol was investigated. In 
[6-12], performance was analyzed for a dual-hop CRN, where no direct communication exists 
between the source and destination nodes in the secondary network (SN). Multi relays were 
employed in the SN investigated in [7, 8]. Consequently, the system performance was found to 
be improved by using multiple secondary relays.

The system performance is affected by the CCI because CR networks are based on the co-exis-
tence of licensed and unlicensed users. It may be caused by adjacent sources using the same 
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frequency in other networks or in other unlicensed users in the 
CRN [9]. The impact of the CCI on the CRN performance is wide-
ly studied in the literature [9-12]. For example, in [9], the perfor-
mance of opportunistic scheduling in DF-CRN in the presence 
of the CCI was investigated in terms of the outage probability, 
average error probability, and ergodic capacity. Aside from the 
CCI, the primary network (PN) causes interference on the SN 
because PUs and SUs can exist in the UCRN at the same time. 
The PN interference was also considered in [10] and [11] to in-
vestigate the outage performance of the UCRN over Rayleigh 
and Nakagami-m fading channels, respectively. These studies 
showed that both CCI and PN interferences severely degrade 
the system’s outage performance. Another study [12] investi-
gated the multi-hop outage performance with various antenna 
selection methods, showing that employing the multi-hop re-
lay scheme in SN for UCRN enhances the system performance 
by reducing the effect of the interference power constraint.

The transmitted data can be stolen by illegal users due to the 
nature of wireless communication systems. To prevent illegal 
eavesdropping, information security can be ensured by data 
encryption–decryption algorithms developed at the applica-
tion layer. However, these algorithms require high computa-
tional power, complex architecture, and high implementation 
cost. The physical layer security (PLS) emerged as an alternative 
to encryption applications because it has advantages, such as 
low computational complexity and low power consumption. 
Unlike encryption approaches, PLS secures privacy by using 
the time-varying properties of wireless channels, such as fad-
ing and noise [13, 14]. More specifically, the basic idea of the 
PLS is to evaluate whether the achievable rate of the legal 
transmission channel is higher than that of the wiretap chan-
nel (i.e., channel between the source and the eavesdropper).

The PLS investigation in the CRN has attracted the attention 
of many researchers [15-22]. In [15, 16], the PLS was extensive-
ly examined along with various attack scenarios. The secrecy 
outage probability (SOP) for multiple-input single-output and 
single-input multiple-output CRN was investigated in [17, 18]. 
The PLS in the dual-hop UCRN was discussed in [19, 20]. Lei et 
al. compared the secrecy performances of the dual-hop UCRN 
over Nakagami-m fading channels by using different relay 
selection techniques [19]. Meanwhile, [20] showed that SOP 
worsens as the number of PUs increases. In [21], closed-form 
expressions of the probability of the strictly positive secrecy ca-
pacity (SPSC) and the SOP were derived over generalized Gam-
ma fading channels for a single-input single-output system.

This study presents the importance of considering the impact 
of the PN interference on the secrecy performance. Yang et al. 
[22] analyzed the effect of the CCI on the SOP performance. In 
[9], the outage probability and the bit error rate were investi-
gated for the same system model. However, no analytical and 
simulation results for the SOP and the SPSC were obtained. 
Similarly, [22] only performed an SOP analysis. Both [9] and [22] 
investigated only the CCI effect on the other secondary sourc-
es. Inspired by this observation, we merged these two studies 

and performed SOP and SPSC analyses of a dual-hop UCRN 
considering the CCI from other SUs and the PN interference.

The contributions of this study are as follows:

• To make the analysis of [22] more realistic, we used the 
UCRN system model defined in [11], where the PN inter-
ference power is considered in the SN performance.

• In addition to the SOP analysis, unlike [22], we also per-
formed an SPSC analysis under the CCI of the SN and the 
interference from the PN.

• Analytical expressions for the SOP and the SPSC were de-
rived using MATHEMATICA. Their results were validated 
with Monte Carlo simulation results using MATLAB.

The remainder of this paper is organized as follows: Section 2 
describes the UCRN system model; Section 3 presents the the-
oretical analyses for the SOP and the SPSC; Section 4 discusses 
the simulation results; and finally, Section 5 concludes the pa-
per.

Notation: We use the following notation throughout the paper: 
probability operator: Pr (.); and cumulative distribution func-
tion (CDF) and probability density function (PDF): F (.) and f (.), 
respectively. Table 1 summarizes the system parameters used.

System Model

Figure 1 presents the proposed system model for the UCRN. 
This system model is originally defined in [11]. We only add-
ed an eavesdropper node to the SN. In the figure, S, R, and D 
represent the source, relay, and destination nodes in the SN, re-
spectively. Moreover, E denotes an eavesdropper in the SN that 
attempts to steal information between S–E the and R–E nodes. 

Table 1. Definition of parameters and symbols

Parameter Definition

hi i ∈ {sr,rd,sp,rp,pr,pd,ir,id} Rayleigh channel coefficient

|hj |
2 j ∈ {sr,rd,sp,rp,pr,pd,ir,id} Rayleigh channel gain

σk
2 k ∈ {sr,rd,sp,rp,pr,pd,ir,id} Rayleigh channel variance

Cs Achievable rate of channel

Ci
eq  i ∈ {sr,rd,e2e} Secrecy achievable rate

γi
eq  i ∈ {sr,rd,re,se} SINR

Pmax Maximum allowable transmit 
power

Imax Maximum interference 
threshold

γth Secrecy threshold

LR,D Number of CCI sources
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PUTX and PURX represent the PN transmitter and receiver, re-
spectively. Each node is equipped with a single antenna. We 
assume that no direct link exists between nodes S and D; thus, 
relay-assisted communication is employed in the SN, where 
the relay uses the DF scheme. The secondary transmission is 
simultaneously realized with the primary transmission; thus, its 
maximum transmit power is limited by Imax. In this manner, the 
QoS of the PN transmission is guaranteed.

All channels between nodes are assumed to be experienced as 
independent and non-identical (i.n.i.d) Rayleigh fading. The in-
terference powers of the CCI sources are considered the same; 
thus, the CCI fading channels are assumed independent and 
identical (i.i.d) [9]. The channel fading coefficients between the 
S–R and R–D links are represented as hsr and hrd, respectively. hre 
and denote the wiretap channel fading coefficients between 
the S–E and R–E links, respectively. While hpr and hpd represent 
the PN interference to nodes R and D, respectively, in the SN, hsp 

and hrp represent the interference channel coefficients from the 
SN to the PN, respectively. The channel coefficients from the 
CCI sources to the R and D links are represented as hir and hid, 
respectively. The number of CCI sources at the R and D nodes 
is represented as LR and LD, respectively. The fading channels 
are assumed to be Rayleigh distributed; therefore, the channel 
gains follow IhsrI

2, IhrdI
2, IhspI

2, IhrpI
2, IhirI

2, IhidI
2, IhprI

2, and IhpdI
2, with 

variances of σsr2  , σrd
2  , σsp

2  , σrp
2  , σpr

2  , σpd
2 , σir

2 , and σid
2 , respectively.

The SN transmission is performed in two steps considering the 
usage of relay-assisted communication. In the first step, the 
data are transmitted from node S to node R. Aside from the 
desired signals from node S, node R also receives undesired 
signals, such as an additive white Gaussian noise (AWGN) and 
an interference due to the CCI from the LR interference sources, 
and PN. In the second step, node D receives the forwarded sig-
nal from node R together with the noise and interference sig-

nals similar to the first step. At the same time, the eavesdropper 
is active and tries to steal the transmitted signal from both the 
S and R nodes. The received signals at the R and S nodes are 
written as follows:

, (1)

, (2)

where ES, and ER are the transmit powers of the S and R nodes, 
respectively. Their values are determined by ES = min  
and ER = min , where Pmax is the maximum transmission 
power limit at both the S and R nodes. EIR and EID are the ener-
gies of the CCI at nodes R and D, respectively. Furthermore, EPR 
and EPD represent the energy of the PN interference signals at 
nodes R and D, respectively. As in [11, 22], we assumed that all 
the CCIs have an equal power to simplify the analysis. In (1) and 
(2), nr and nd represent the AWGN with variance N0. 

The signal-to-interference plus noise ratio (SINR) of the S–R 
and R–D links is written as

, (3)

. (4)

Moreover, the SINR of the eavesdropper links between S–E and 
R–E can be written as

 
(5)

 

where, T ∈ {S, R} and ∈ {se, re}. The achievable rate ci i ∈ {sr, 
se, rd, re} of all links can be easily obtained as stated in [23]:

 (6)

The secrecy achievable rate is defined as the difference of the 
achievable rate of the channels between a legal user and an 
eavesdropper. Thus, the secrecy achievable rate expression per 
hop is written as in Eqs. (7) and (8).

 
(7)

Figure 1. UCRN System Model with CCI and Primary Network In-
terference.
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(8)

The UCRN system uses the DF scheme; thus, the end-to-end se-
crecy achievable rate  depends on the minimum achiev-
able rate of the S–R and R–D links and can be written as follows:

 (9)

Secrecy Analysis

Secrecy Outage Probability
The SOP is the key performance metric for evaluating the secu-
rity of communication systems. A secrecy outage occurs if Ce2e 
falls below a predefined secrecy rate (Rs = log2(yth)). The general 
expression of the CDF of the SOP is given as

 (10)

The SOP can be expressed as follows by using Eq. (9):

 

(11)

 (12)

where, yth = 2RS, and Fysr
 (yth), and Fyrd

 (yth) represent the SOP of 
the first and second hops, respectively.

According to the maximum interference and the power con-
straints on the CDF of the first hop, Fysr

 (yth) can be expanded 
and expressed as

 (13)

 

As stated in [22], the P1 term can be written as

 
(14)

Proposition 1: P1 can be obtained as

 (15)

where, ; 
; ; ; ; and 

. Γ(.,.) is the upper incomplete Gamma function defined in [24] 
Eq. (8.2.2). Ei(.) is the exponential integral function defined in 
[24] Eq. (6.2.25).

Proof: See Appendix A.

Similar to the definition of P1, the P2 term is defined as

  (16)

The integral in Eq. (16) can be solved by substituting FG (g) and 
fhse (y) that denotes the PDF of the Rayleigh channel gain (i.e., 
fhse (y) =  exp ). Please see Appendix A for the steps to 
obtain FG (g).

P2 can be obtained as follows:

                                    . (17)

The term is equal to the CDF of IhspI
2 and can be easily calculat-

ed as follows:

 (18)
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The CDF of the first hop Fysr(yth) can be obtained using P1, P2, 
and P3:

 (19)

The similar derivation steps can be repeated to obtain the sec-
ond-hop CDF of Fyrd(yth) by replacing σsr2 , σsp2 , σpr2 , σir2  , and LR 
with σrd

2 , σrp2 , σpd2 , σid2  , and LD, respectively. Lastly, the SOP of a 
dual-hop UCRN can be obtained by substituting what was giv-
en in Eq. (12).

Strictly Positive Secrecy Capacity
The SPSC is defined as the probability of the instantaneous 
secrecy achievable rate greater than zero. When the threshold 
value was set to zero, Eq. (11) is rewritten for the SPSC as fol-
lows:

 (20)

  (21)

where, FyspscSR (yth) and FyspscRD (yth) denote the CDF of the first 
and second hops, respectively.

Proposition 2: The SPSC of the first hop FyspscSR (yth)) can be ob-
tained as

  
(22)

Proof: See Appendix B

Using derivation steps similar to FyspscSR (yth), FyspscRD (yth) , can be 
obtained by replacing the parameters.

Simulation Results

This section presents the simulation results of the SOP and the 
SPSC together with their analytical results. While the analytical 
derivation was done with MATHEMATICA, all simulations were 
performed using Monte Carlo with 106 iterations on MATLAB. 
The simulation results were validated with the analytical re-
sults.

The following network parameter values were used in all fig-
ures: Pmax = 1 dB, Imax = 2 dB, and yth = 1 dB. Lastly, the AWGN 
variances at all nodes were set to 1. The average SINR of the 
main link is defined as the ratio between the variance of the 
SU nodes and the variance of the eavesdropping channel. The 
eavesdropping channel variances were set as. The analytical re-

sults in Figures 2–4 and 5–6 were obtained from Eqs. (19) and 
(21), respectively. The CCI and PN interference powers were as-
sumed as dB.

Figure 2 depicts the SOP variation versus the average SINR of 
the main link with the effects of only the CCI in [22] and both 
the CCI and the PN interference. The SOP in this figure is also 
shown for the case in which there is neither CCI nor primary 
source interference. In the simulations, the channel variances 
were set as σsr2 = σrd2 = σsp2 = σrp2 = 2. Furthermore, the interfer-
ence channel variances were selected as σpr2 = σpd2  = σir

2  = σid
2  = 1. 

The number of the CCI sources at nodes R and D was assumed 
to be LR = 2 and LD = 2, respectively. These system parameters 
were taken from [11] and [22]. Although the SN performance 
was affected by the existence of both the CCI and the PN in-
terference, only the CCI effect was investigated in [22]. The PN 
and the SN can simultaneously transmit their data in the UCRN; 
thus, the SN was exposed to the PN interference. The PN inter-

Figure 2. SOP vs. the average SINR of the main link by taking into 
account only CCI [22], both CCI and primary network interference 
effect, and no interference effect.

Figure 3. Effects of the average SINR of the main link for various   
a σsr

2 and σrd
2 .
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ference to the SN should be considered for achieving a more 
realistic analysis. The SOP value was at when only the CCI exist-
ed. The SOP value was at .

Figure 3 shows the effects of the average main link SINR for 
various channel variances of S – R and R – D. The interference 
channel variances were selected as σpr2 = σpd2 = σir

2 = σid2 = 1. 
Furthermore, the numbers of the CCI sources at R and D were 
selected as LR = 2 and LD = 2, respectively. The system perfor-
mance evidently improved as the average SINR of the main link 
increase. The SOP decreased as the quality of the S–R and R–D 
links was improved, indicating that the high variance improved 
the SOP. For example, in an SINR of dB, the SOP value for σsr2 = 
σrd

2 = 3 was better than that for σsr2 = σrd
2 = 2. Moreover, the same 

SOP curve was obtained for the case of σsr2 = 1, σrd
2 = 2 and σsr2 = 

1, σrd
2 = 2 due to the DF strategy used in the SN.

In Figure 4, the impact of the PN interference channel variance 
and the number of the CCI sources on the system performance 
were investigated by linearly increasing them. The main link 
variances were set to . In this analysis, the PN interference 
channel variances at the R and D nodes were selected as σir2 
= σpr2 = LR and σid

2 = σpd
2 = LD, respectively. A degradation can 

be observed as the number of CCI sources and PN interference 
channel variance increased.

Figure 5 presents the SPSC variation versus the average SINR 
of the main link for various σsr2 and σrd

2 values. The SPSC value 
approached 1 for all σsr2 and σrd

2 values as the SINR of the main 
link increased. The SPSC performed better when the main link 
channel powers were σsr2 = 3 and σrd

2 = 3. The separation be-
tween the curves decreased after SINR = 0 dB.

Figure 6 depicts the impact of the PN interference and the CCI 
on the SPSC. In this analysis, the PN interference channel vari-
ances at nodes R and D were selected as σir2 = σpr2 = LR and σid

2 = 
σpd

2 = LD, respectively. Moreover, the variances of the S–R and 
R–D links were selected as σsr2 = σrd

2 = 2. As expected, the SPSC 
value decreased as the number of CCI sources and PN interfer-
ence channel variance increased. The SPSC value was 0.4502 
when the number of CCI sources was LR and LD = 2 at SINR = 10 
dB and 0.2996 at SINR = 10 dB when LR and LD = 3.

Conclusions

This study investigated the SOP of the dual-hop DF UCRN sys-
tem in the presence of the CCI and the PN interference over 
slow Rayleigh fading channels. The analytical SOP and SPSC 
results were derived along with the simulation results. The an-
alytical results evidently matched well with the Monte Carlo 
simulation results.

The CCI from the undesired sources and the PN interference in 
the SN degraded the SOP and SPSC performances. This study 
showed the importance of considering the impact of the PN 
interference. We also observed that Imax, Pmax, and IhspI

2 do not 
affect the SPSC, as can be seen from Eq. (46).

Figure 5. SPSC vs. the average SINR of the main link for various  
σsr

2 and σrd
2  values.

Figure 4. SOP vs. the average SINR of the main link with different num-
ber of CCI sources (LR and LD) and PN interference channel variance.

Figure 6. SPSC vs. the average SINR of the main link with different 
number of CCI sources (LR and LD) and PN interference channel vari-
ance.
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Appendix A

Proof of Proposition 1

The CDF of FX can be written as

,  (23)

 (24)

 (25)

where,  and  denote the PDF of the 
Rayleigh channel gain (i.e., ).

First, the CDF of FG should be calculated to obtain FX. G can be 
expressed as , where A, B, and C are random vari-
ables (RVs) for , , and , respectively. The 
PDF of A, B, and C can be written as follows:

  (26)

,  (27)

.  (28)

The first step of obtaining FG(g) is finding the PDF of the sum 
of the two RVs (U = A + B). This can be done by using the fol-
lowing formula:

  (29)

fu (u) can be obtained as follows:

  (30)

where y(.,.) is the upper incomplete Gamma function defined 
in [24] Eq. (8.2.1). In the next step, the CDF of  can be 
obtained using the following formula, which is the CDF of the 
RV division.

. (31)

Fc1 can be directly obtained from Eq. (28), and FG(g) can be ob-
tained as follows:

  (32)

The integral in Eq. (25) can be solved by substituting FG(g) and 
fhse(y). FX(z) can then be written as follows:

 (33)

The Gamma function should be simplified according to [55] Eq. 
(8.4.15) to solve the integral in Eq. (14).

. (34)

 (35)

P1 can be rewritten as follows after simplification:

 

 (36)

  

  (37)

I1 can be directly derived as follows:

  (38)

I2 can be rewritten as follows:

 (39)

  

can be represented in integral form as . 
P can be obtained by using the following formula [22]:
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 (40)

 

According to (40), I2 can be obtained as follows:

 (41)

 

where, , , .

In the next step, I3 can be rewritten as follows:

 

 (42)

 

Now, let s = T3T4z + T3 σsr2 Imax. The following expression is ob-
tained:

 

 (43)

 

Next, the variable in Eq. (43) is changed to . 
I3 can be rewritten as follows after this substitution and through 
mathematical manipulation:

 

 (44)

According to [25] Eq. (8.350.2), can be obtained as follows:

 

  (45)

 

Appendix B

Proof of Proposition 2

The SPSC of the first hop (FyspscSR(y)) can be defined as follows 
using the definition in Eq. (20):

 (46)

 

Eq. (46) can be expressed in an integral form as follows:

 
(47)

FyspscSR
 is obtained as follows after solving the integral:

 (48)
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